& l' A

INVIXIUM

IXM WEB Integration with
Lenel-S2 NetBox

Installation Instructions

V2.0

1 P/N XAD-TPI-009-02G



& _."
b4

INVIXIUM

Table of Contents

Lo INEFOAUCTION o 8
PUIDOSE .ottt e sttt e o et e e e oo e e e e e e e e et e e e e e n e e e e e e s e naae 8
Summary of key features related to this IXM WEB and NetBox INtegration.............cccovcvveeiniiiee e 8
[ TS0 1o 1 PSSR 8
e (] 1)/ 41 PP PP PP TP REPR PO 8
1] [0 Y =T o] o] o L PO PO PPPPPPPPON 8

2 O Y1 0] o = LU o 11 11 52 SRR 10
INVIXIUM REAUEIS ...ttt ettt e e e e e e ettt e ee e e s e st e et eeeeeeesannteteeeeaaeeesanntetaneeeeesesnnntsseeeeaaesssnnns 10
Y0 1Tz L= R L= (U= 0 0 T= ] 10
L@ 1 T g L= To [U 1= 0 0= ] € 10
Compatibility Matrix for IXM WEB & NetBOX INtEGration ..........ccooiuiiiiiiiiiee ittt 11

K T O o =T o3 1] PP PPPPPPPPPPP 12

4. TASK LIST SUMIMIAIY .ottiiiiiiiiiiiiiiitiieeieteeeeebeie e 12

5. Prerequisites for NetBox and IXM WEB INtegration ..........cccccoeeiiiiiiiiiiiiiiii e 13
L T o] LIRS 2 N T= 1 = o D g Y SO PSRRRR 13
L g F= o] L= @F= T o I o 4 g - | OSSR 16

6. Prerequisites for Installing Invixium IXM WEB SOftWare ............ccoovviiiiiiii e 18
Acquiring IXM WEB ACHVALION KEY .......eiiiiiiiiieiiiiit ettt ettt ettt e s e e e s e et e e e e aaba e e e e nneee 18
Y= Lo BT TR @ ]I ] = U T = 20
Minor Checklist and CONSIAEIALIONS .......ciiiiiiiiiiiiiii ettt e e et e e e e e e s e bbb e e e e e e e e e saabbbreeeaaeaeaaans 24

7. INSTAIliNG IXIM WEB.... ..o e et e e e e e e e e e et a s e e e e e e e eesataaaaaaenaeeennnes 25
SOFWANE INSTAIL......eeeeeeii ettt e e e e e oo bbbttt e e e e e e s e e bbbe e et e e e e e annbbbeeeeeeeeeaannbbnneeaeeas 25

8. Configuring Email Settings uSing IXM WEB ..........ccooiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeee e 33
Email Setting CONFIQUIALION ... ...uuueiiiiiiiiiiiiieieieie e e re e e e e e eses s eseseseseseseesssssssssssssssssssnsssnsnsnsnsnnnnnnns 33

9. Software and Module ACLIVALION ........uiieii e e e e e e e e e e e e eeaene 38
DY AT =1 2 3 117 L1 T o OSSR 38
NEBOX MOAUIE ACHIVALION ......eiiiiiiiitietie ettt ettt e e oo et e et e e e e e s s s e e bt et e e e e e e e s annbbaeeeeaeeeaannbnbneeeaaeaaannns 41

10. Configuring IXM Link for LENeI-S2.........coooiii 44

2 P/N XAD-TPI-009-02G



v

INVIXIUM

11.

12.

13.

14.

15.

16.

Create System User(s) for Biometric Enrollment............oooo 49
Creating System User(s) for Biometric ENFOIIMENT .........cooo i s e e e e snnrrane e e 49
Add and Configure INVIXiUM REAUEIS .........uuuuiiiiiiiiiiiiiiiiiiiieiiiiieiie bbb snnneeenennnne 53
Adding an Invixium Reader in IXM WEB ...t 53
Adding an Invixium DeVvice t0 @ DEVICE GIrOUP......cuuuuuiiiiieeiiieiiiiiies e e e et e e e e e e e 58
Configuring Wiegand to AsSSign INVIXIUM REAUEIS ..........uueiiiiiiiieiiiiiee ettt eseneee e 59
Assign Wiegand to INVIXIUM REAUEIS .........ccoeviiiiiiiiiiiiee ettt ettt ettt ettt e e 61
Configuring Panel Feedback With LENEI-S2.........ccco oo 66
Configuring THEIMAl SEIINGS ...eeei it e st e e e st e e e st b e e e e abbeeeeaabbeeeesbreeeeans 68
TREIMAI CalIDFALION ...t e ettt e e e s s sk bbbt e e et e e e s e s b bbb e e e e e e e e s e aabnbe e e e e e e e s s annnnnnees 72
Test Calibration OPLIONS. ......ccco i 76
Change Temperature UNIt SETHNGS ......ocvueee ittt e et e e e sbb e e e e abbe e e e sbbeeeesnbneeeeans 77
Configuring Mask AUthentiCatioN SEHINGS .....ccooeiiie i 78
ENTOlMENt BEST PraCliCeS . ouuuiuiiii i e ittt e ettt s s e e e e et ettt s e e e e e e e e eaaern e eeeees 82
Fingerprint ENrollMent BESt PraCtiCOS. ......coiuuiiiiiiiiee ettt ettt e et e e et e e e 82
Avoid Poor FINGerprint CONILIONS ........ccvvviiiiiiiiic ettt 82
FINQErprint IMage SAMPIES .....coo ittt e r et e e e st e e e st et e e e et bt e e e anbr e e e e anbreeesneee 83
Fingerprint IMaging DO'S @N0 DON'S ... ...oiiiiiiiieiiiiee ettt ettt e ettt e e e bt e e e st e e e e anbneeeennee 84
Finger Vein ENrollMent BESt PraClICES ........uuuuuuuiiieiiieieitieieieieieiaisieisrsiersrerarsrerersrerereresreree—.—.——.————————————. 85
Face ENrollment BESE PraCtiCeS .........uuiiiiiiee ettt e e e ettt e e e e e st e e e e e e s s st eeaeeesasnnntaeeeeaeeeseasnseeeeaaeseannns 86
F N o] 01T o Lo [ PSSP 87
Installing Invixium IXM WEB with Default Installation using SQL Server 2014 ..........cccccccvvveveiiiiiiiiiiieieeeee 87
Pushing Configuration to Multiple INVIXIUM REAUEIS .......ccoiuiiiiiiiiie ettt 91
Configuring fOr OSDP CONNECTION .. ... 94
RVAV T o = U Lo I =11 4 11 = L1 T o PSPPSR 100
R AT o PP PPTPPPPN 101
RVAVT=To = U To I @o ] o 0= Tox 1o o I PSP PP 103
Wiegand Connection with Panel Feedback ... 104
L0 1S = o] o 1= Tox 1o SR 105
BN 101 o] 1=2] o o T £ 1o ST 106
Reader Offline from the IXM WEB DaShBOArd ............coooiiiuiiiiieeeiiiiiiiiice e e e e e s sieeee e e e e e s snnenaneeae s 106
Elevated Body Temperature Denied Access but Granted Access in Security Center .......cccccveeevevcivieeeennn. 109
Logs iN IXM WEB APPHCALION ....ciiiiiiiiieiii ettt ettt e e e e ettt e et e e e s e s bbb e e e e e e e e e e e nnnbbneeeaaeas 110
Unable to conNECt t0 the LENEI-S2 SEIVET .......coi ittt e e et e e e sbaeeeean 112
Can not find cardholder(s) in IXM WEB after importing data from NetboX ..........ccccceiiiiinic e, 114

3 P/N XAD-TPI-009-02G



v

INVIXIUM

ST U o] o o 1 TP 119

18, DiSClaIMEr AN RES I CTIONS Luitiiitt it ettt ettt ettt e et r et e e s et e s eareareaseaseaseasearernserarennees 119

List of Figures

Figure 1: Configuring S2 NetBoX APl — Site SEttNQS .....ccoiiiiiiiiiei e e 13
Figure 2: Configuring S2 NetBox APl — Network Controller...........cooooeeeooieeeeeeeee e 14
Figure 3: NetBox — Enabling S2 NetBOX APl ... 15
Figure 4: Netbox — Configuring Card/Keypad FOIMAL...........ccooieeiiiiiieieeeeeeeeeeee e 16
Figure 5: Netbox — Enable Card/Keypad FOrMaLt.............coooiiiiiiiiiiii it e e 17
Figure 6: IXM WEB Online ReQUESTE FOIM ... 18
Figure 7: Sample Email After Submitting Online Request FOrm ............cciiiiiiiiiiiiiiiiee e, 19
FIgUIE 8: SQL NEW LOGIN ..o 21
Figure 9: SQL LOQIN PrOPertiES. ......oociiiiiiiei ittt s e e e e et e s s e e e e e e e e aa e s e e e e e e eerreaannaes 22
Figure 10: SQL SEIVEI ROIES ... 23
Figure 11: IXM WEB INSTAUIET ..o e e e e e e e e e e e e e ear e s 25
Figure 12: Advanced Options in IXM WEB INStaller ... 26
Figure 13: Invixium Fingerprint Driver Installation MeSSage .......ccooeeeviiiiiiiiiiiiie e 27
Figure 14: IXM WEB INStallation PrOgreSS ......cccooi i 27
Figure 15: IXM WEB Installation Completed ...........uoiiiiiiiiiice e 28
Figure 16: IXM WEB Icon - DeSKIOP SNOMCUL ........ccoiiieeeeeeeeeee e 29
Figure 17: IXM WEB Database Configuration ...........cccooooiiiiiiiiiiiiie et e e 29
Figure 18: IXM WEB Administrator User Configuration .............oooooeieoiooooeeeeeeeeeeeeeeeeeeeee e 30
Figure 19: IXM WEB LOGIN PAQE .....cooiiiiiii ettt e e e e e ettt e s e e e e e e e e araaaaas 31
Figure 20: Configure EMAIL ......ccoooieeoeeeeeeeeeee e 33
Figure 21: IXM WEB - SMTP SEHINGS. . .uuiiiiieeiiiiiiiii e e ettt e e e e e e e e e e aa s s e e e e e e eeeseaaaaaas 34
Figure 22: IXM WEB - Save Email SEiNGS ......ccooiieieeeeeeeee e 35
Figure 23: IXM WEB - TESt CONNECTION ...t e e e e e e e e e e er e 35
Figure 24: IXM WEB - Enter EMail ID ......coooiiiieeeeeeeeeeeeee e 36
Figure 25: IXM WEB - FOrgot PASSWOIQ ........ccoiiiiiiiiii e e e e eeeeeenes 37
Figure 26: IXM WEB - Enter Login CredentialS ..........coooeieoeeieeeeeeeeee e 38
Figure 27: IXM WEB - LICENSE SEIUP......uiiieieee ettt e e e e e e e eaet e e e e e e eeeeeeeeennnnns 39
Figure 28: IXM WEB - ONliNe ACHVALION........ccoieeieeeeeeeeee e 40
Figure 29: IXM WEB — Lenel-S2 LinK ACHVALION ........cciiiiiiieiiiiiee e 41
Figure 30: Lenel-S2 License KeY EMAIl .......ccooeiiiiiieeeeeeeeeeeeeeeee e 42

4 P/N XAD-TPI-009-02G


file:///C:/Users/athakkar/Documents/My%20Projects/Integration%20Documents/IXM%20WEB%20Integration%20with%20Lenel-S2%20NetBox_Installation%20Instructions.docx%23_Toc138434558
file:///C:/Users/athakkar/Documents/My%20Projects/Integration%20Documents/IXM%20WEB%20Integration%20with%20Lenel-S2%20NetBox_Installation%20Instructions.docx%23_Toc138434559
file:///C:/Users/athakkar/Documents/My%20Projects/Integration%20Documents/IXM%20WEB%20Integration%20with%20Lenel-S2%20NetBox_Installation%20Instructions.docx%23_Toc138434560
file:///C:/Users/athakkar/Documents/My%20Projects/Integration%20Documents/IXM%20WEB%20Integration%20with%20Lenel-S2%20NetBox_Installation%20Instructions.docx%23_Toc138434561
file:///C:/Users/athakkar/Documents/My%20Projects/Integration%20Documents/IXM%20WEB%20Integration%20with%20Lenel-S2%20NetBox_Installation%20Instructions.docx%23_Toc138434562
file:///C:/Users/athakkar/Documents/My%20Projects/Integration%20Documents/IXM%20WEB%20Integration%20with%20Lenel-S2%20NetBox_Installation%20Instructions.docx%23_Toc138434587

X

INVIXIUM

Figure 31: IXM WEB - Activate Lenel-S2 LiNK LICENSE ........ccoooeeieeeeeeeeeeeeeeeeeeeeee e 43
Figure 32: IXM WEB - LINK MENU.......ooiiiiii e e e e e e e e e e e e e reaa s 44
Figure 33: IXM WEB - Enable Lenel-S2 Link Module ... 45
Figure 34: IXM WEB — Link Settings SAVE ...........uuiiiii it e e e e e aeanaas 47
Figure 35: XM WEB - SYNC ACHVILIES .....ccooiiieeeeeeeee e 47
Figure 36: IXM WEB - Create SYStemM USEN .......ccuuiiiiii ittt e e e e e aannaaa s 49
Figure 37: IXM WEB - Add NEW SYSIEM USET......ccooiieeeeeeeeeeee e 50
Figure 38: IXM WEB - NEW SYSEEM USEI ......ccciiiiiiiiiii ettt e e e e e et s s e e e e e e e eeneaannaes 51
Figure 39: IXM WEB - SAVE SYSEIM USEI .....ccoi i 52
Figure 40: IXM WEB - DEVICES Tab ...cuviiiiiiiii i e e e e et s e e e e e e e e ar e s 53
Figure 41: IXM WEB - Search Device USINg IP ADAreSS........ccoooeiiiiieieeeeeeeeeeeeee e 54
Figure 42: IXM WEB - REQISTEI DEVICE ....uuiieeeiieiiiiiee ettt e e e e et e s e e e e e e e eer s 55
Figure 43: IXM WEB - Device Registration COMPIELE .......ccoooeiiiiiieiieeeeeeeeeeeeee e 56
Figure 44: IXM WEB - Dashboard, DeVICe StatUS ..........ccoiiiiiiiiiiiiii ettt 57
Figure 45: IXM WEB - ASSIgN DEVICE GIOUP .....coieiieeeeeee oo 58
Figure 46: IXM WEB - Create Wiegand FOrMAL .........ccccooiiiiiiiiiiii et e e 59
Figure 47: IXM WEB - Create Custom Wiegand FOrMatl ............coooiieeiiiiiiieeeeeeeee e 60
Figure 48: IXM WEB - Custom Wiegand FOIMMAL............ccoiiiiiiiiiiiii e et e e e s eenaaaaas 60
Figure 49: IXM WEB — Custom Wiegand Format Created..............coooeeeiiiieeieieeeeeeeeeeeeeeeeeeeeeeeeee e 61
Figure 50: IXM WEB - Upload Wiegand FOrMaAt.........c..cooiiiiiiiiiiiiiie et e e eeenaans 61
Figure 51: IXM WEB - Navigate to AcCess COoNtrol Tab .........cooovveieiiiiiie e 62
Figure 52: IXM WEB - Wiegand OULPUL.........ccoiiiiiiiiiie it e e e e e et s e e e e e e eeeraaaanaes 63
Figure 53: IXM WEB - Save OUtpUt WIBQANG.........ccooeiieeeeeeeee e 64
Figure 54: IXM WEB - Panel FEEADACK..........c.ooviiiiiii e 66
Figure 55: IXM WEB - Configuring Panel Feedback in IXM WEB............ccooooiiiiiiiiieeee, 67
Figure 56: IXM WEB - Save Panel Feedback...........ccoooiiiiiiiiiii e 67
Figure 57: IXM WEB - Thermal SEttNgS ......ccoooeeeeeeeeeeee e 68
Figure 58: IXM WEB - Save Thermal SEtNGS .......uuiii i e e 71
Figure 59: IXM WEB - Thermal Calibration Settings..........cooouiiiieeieeeeeeeeeeeeeeeee e 72
Figure 60: IXM WEB - Save Thermal Calibration Settings.........ccccooeeviiiiiiiiiiiiie e 73
Figure 61: IXM WEB - Capture Thermal Data ...........ccoooeeieieeeeeeeeeeeeeeeeeeeeeee e 74
Figure 62: IXM WEB - Save Captured Thermal Data ...........couuuuiiiiiiiiiiiiiiiiaee e 75
Figure 63: IXM WEB - Test Thermal Calibration ..., 76
Figure 64: IXM WEB - Option to Change Temperature UNit.............coooiiiiiiiiiiinieiiieeee e 77
Figure 65: IXM WEB - Save Temperature Unit SEttiNg..........ccooeeeieeiiiiieeeeeeeeee e 78
Figure 66: IXM WEB - Mask Authentication Settings...........couuuuiiiiiiieieee e 79
Figure 67: IXM WEB - Save Mask SetliNgS .......cccoiiiiiiiieieeeeeee e 81

5 P/N XAD-TPI-009-02G


file:///C:/Users/athakkar/Documents/My%20Projects/Integration%20Documents/IXM%20WEB%20Integration%20with%20Lenel-S2%20NetBox_Installation%20Instructions.docx%23_Toc138434591
file:///C:/Users/athakkar/Documents/My%20Projects/Integration%20Documents/IXM%20WEB%20Integration%20with%20Lenel-S2%20NetBox_Installation%20Instructions.docx%23_Toc138434592
file:///C:/Users/athakkar/Documents/My%20Projects/Integration%20Documents/IXM%20WEB%20Integration%20with%20Lenel-S2%20NetBox_Installation%20Instructions.docx%23_Toc138434603
file:///C:/Users/athakkar/Documents/My%20Projects/Integration%20Documents/IXM%20WEB%20Integration%20with%20Lenel-S2%20NetBox_Installation%20Instructions.docx%23_Toc138434604
file:///C:/Users/athakkar/Documents/My%20Projects/Integration%20Documents/IXM%20WEB%20Integration%20with%20Lenel-S2%20NetBox_Installation%20Instructions.docx%23_Toc138434605
file:///C:/Users/athakkar/Documents/My%20Projects/Integration%20Documents/IXM%20WEB%20Integration%20with%20Lenel-S2%20NetBox_Installation%20Instructions.docx%23_Toc138434606

X

INVIXIUM

Figure 68: Fingerprint ENrollment BESt PracCliCES ........ccoooeeieeeeeeeeeeee e 82
Figure 69: Fingerprint IMages SAMPIES ......ooi i e e e a e e e e e e e ere s 83
Figure 70: Finger Vein Enrollment BeSt PractiCes .........ccoooeiiieiieeeeeeeeee e 85
Figure 71: Face EnrolIment BESt PracCliCeS ..........uuuuuiiii it e e e 86
Figure 72: INSLall IXM WEB ... 87
Figure 73: Loading SQL Express & Installation Progress........cccceviieeeiiiiiiiiiiis e 88
Figure 74: IXM WEB - Shortcut ICON 0N DESKIOP ....cccoeeeeeeeeeeeeeeeeeeeeeeee e 89
Figure 75: IXM WEB - Configuring IXM WEB Database............cccoooeeeiiiiiiiiiiiii e 89
Figure 76: IXM WEB - Select Database NamMe.........cccoooiiioiiiieeee e 90
Figure 77: IXM WEB - Server URL fOrmMalt..........couuiiiiiiii et 90
Figure 78: IXM WEB - BroadCast OPtiON ........cccooiiiieeeeeeeeeee e 91
Figure 79: IXM WEB - Wiegand Output Selection in Broadcast ..............ccceeeeeiiiiiiiiiiiiiiiii e, 91
Figure 80: IXM WEB - Broadcast Wiegand OULPUt SEttINGS .........cooveeieeieeeeeeeeeeeeeeeeeee e 92
Figure 81: IXM WEB - BroadCast t0 DEVICES..........uuuiiiiiieiiieeeiiie et s e e e e eeraaa s 93
Figure 82: IXM WEB - OSDP SELHNGS ...coooeeeieeeee e 94
Figure 83: IXM WEB - Save OSDP SEeNGS .....coouiiiiiiiiie it e e e et e e e e e e earaaaaas 98
Figure 84: IXM WEB - EQIt DEVICE ..o 98
Figure 85: IXM WEB - Edit DeVICE OPLONS .......cccviiiiii i e et e e e e e aarraaas 99
Figure 86: IXM WEB - Disable Panel Feedback.............cooooiiii 99
Figure 87: Earth Ground WINNQG .......oouiiiiii it e e e e e e et e e e e e e e e eeraaaas 100
Figure 88: IXM TITAN — Top & Bottom Connector WiriNg ........coooeeeeeeeeeeeeeeeeeeeeeeeee e 101
Figure 89: Power, Wiegand & OSDP WIIES .......couuiiiiiie it e e e e e eaaaa s 102
Figure 90: IXM TITAN - WIBQANM ..o 103
Figure 91: IXM TITAN - Panel FEeUDACK ..........oouiiiiiii e 104
Figure 92: IXM TITAN - OSDP CONNECLIONS .....coiiiieeeeeeeee e 105
Figure 93: IXM WEB - Device Communication SettiNgS ..........cceeiiieiiiiiiiiiieis e 106
Figure 94: IXM WEB - Server URL SettiNg........cooiiiiiieieeeeeeeeee e 107
Figure 95: IXM WEB - Server URL SettiNg........ccuuiiiiiiiieii it earaa s 107
Figure 96: IXM WEB - Server URL Setting from General Settings ..o, 108
Figure 97: IXM WEB - Server URL Setting from General Settings .........ccccoeeviieiiiiiiiiiiiiieeeeeeein, 108
Figure 98: IXM WEB - Thermal Authentication Wiegand Output Event ..............cccooeeiiiie e, 109
Figure 99: IXM WEB - Thermal Authentication Wiegand Output Event .............cccccociiiiiiiiiinieiiiinnnnnn. 109
Figure 100: IXM WEB - ENable DEeVICE LOGS......ccooeeieeeeeeeeeeeeeeee e 110
Figure 101: Save DeVviCe LOgQ File .......... e e e 110
Figure 102: Save DeVICE LOQ File ... 110
Figure 103: IXM WEB - Licence MOUIE ... 112
Figure 104: IXM WEB — Lenel-S2 LinNK MOdUIE ...........cooo i 113

6 P/N XAD-TPI-009-02G


file:///C:/Users/athakkar/Documents/My%20Projects/Integration%20Documents/IXM%20WEB%20Integration%20with%20Lenel-S2%20NetBox_Installation%20Instructions.docx%23_Toc138434661

& l' e

INVIXIUM

Figure 105: NetBox — Enabling S2 NetBOX AP .......cccoo oo 114
Figure 106: Lenel-S2 NetBox — Personal Information .............cccooiiiiiiiiiiiiiiii e 115
Figure 107: IXM WEB — Card FOIMMAL ........cccooiiiieeeeeeeee e 116
Figure 108: Lenel-S2 NetBoX — Card FOIMMAL ..........coiiiieiiiiiiiiiies et e e e e e e e e e 117
Figure 109: Lenel-S2 NetBox — Personal INformation ..o 118

List of Tables

Table 1: Compatibility Matrix for IXM WEB & NetBox Integration ...............cuuuiiniieeeeieieiiiiiine e eeeveieees 11
Table 2: TASK LISt SUMIMIAKIY ....uuuiiiii e e et s e e e e e e ettt e s e e e e e e e ea ittt e e e e eaeeesasstaaasaeeaaeeensnes 12
Table 3: System Related CheCKIISt ..........ouuieiiii e e e e e e e e e e e e e eennnes 24
LI Lo LR Sl o o [ 1] g = o o N 24
Table 5: IXM WEB - OSDP Configuration OPLiONS ............uuuuuuuuuiuiiiiiiiiiiiiieiiieniesnnneeeeeneneennseneeeeenneeeees 96
Table 6: IXM WEB - OSDP TeXt OPLONS ....uuuiiiiiiiiieiiiiiiiii e e ee e e eeetiiee s e e e e e e e eaatte s s e e e e e e e easstaaeaaeaaeeeennes 97
RIF=Tol (=0 ad WoTo T3 o] (o o] gl Ao o= 11 o o O RPPPRPR 111

7 P/N XAD-TPI-009-02G


file:///C:/Users/athakkar/Documents/My%20Projects/Integration%20Documents/IXM%20WEB%20Integration%20with%20Lenel-S2%20NetBox_Installation%20Instructions.docx%23_Toc138434662
file:///C:/Users/athakkar/Documents/My%20Projects/Integration%20Documents/IXM%20WEB%20Integration%20with%20Lenel-S2%20NetBox_Installation%20Instructions.docx%23_Toc138434663
file:///C:/Users/athakkar/Documents/My%20Projects/Integration%20Documents/IXM%20WEB%20Integration%20with%20Lenel-S2%20NetBox_Installation%20Instructions.docx%23_Toc138434664
file:///C:/Users/athakkar/Documents/My%20Projects/Integration%20Documents/IXM%20WEB%20Integration%20with%20Lenel-S2%20NetBox_Installation%20Instructions.docx%23_Toc138434665
file:///C:/Users/athakkar/Documents/My%20Projects/Integration%20Documents/IXM%20WEB%20Integration%20with%20Lenel-S2%20NetBox_Installation%20Instructions.docx%23_Toc138434666

INVIXIUM

1. Introduction

Purpose

This document outlines the process of configuring the software integration between Lenel-S2 NetBox
(NetBox) and Invixium’s IXM WEB.

Summary of key features related to this IXM WEB and NetBox Integration

e S2 NetBox API to support NetBox integration
e ‘Sync All’ feature to resynchronize the database from NetBox to IXM WEB

Description

IXM Link, a licensed module in IXM WEB, is required to synchronize the user database between IXM
WEB (where biometric enrollment for users is performed) and Lenel-S2 NetBox Software (where
access rules for the users and the organization are managed).

Note: To activate IXM Link within IXM WEB, the installer must contact Invixium Support at
support@invixium.com to obtain the activation key.

The following sections will describe how to set up and configure IXM Link to keep IXM WEB users in
sync with S2 NetBox by using S2 NetBox API.

Acronyms
Acronym Description
ACPCS Access Control Panel Configuration Software
NetBox Lenel-S2 NetBox
IXM , Invixium

Field Mappings
The following are the NetBox fields that are mapped to IXM WEB:
NetBox Field IXM Field Notes

NetBox allows alphanumeric & special

ID# User ID characters in ID# while IXM WEB
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First name
Last name

Telephone2 (Another Contact tab)

Telephone (Another Contact tab)
Phone (Contact tab)
Email (Contact tab)

Activation Date/Time &
Expiration Date/Time
PIN

Hot Stamp

Photo

Location (Contact tab)

Deleted

First Name
Last Name

Home
Phone

Office Phone
Mobile
Email

Start Date &
End Date

PIN
Prox ID
Photo
Location

Suspend
User

allows only alphanumeric with a
maximum length of 64 characters.
Hence, IXM WEB will sync only those
users whose ID# value is compatible
with IXM WEB.

If both Activation and Expiration Date
times are specified, then they are
synced from NetBox to IXM WEB

NetBox does not delete users, so
records deleted in IXM WEB are
flagged as deleted in NetBox

Note: Multiple Cards - NetBox can have multiple cards per user but IXM WEB supports only one Prox
card. Link selects one of the cards with the CARD FORMAT specified in configuration and one which

is active/temporary and not expired.
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2. Compatibility
Invixium Readers

TITAN TFACE TOUCH2 SENSE?2 MERGE2 MYCRO

All models All models All models All models All models All models

Software Requirements

Application Version

Lenel-S2 NetBox V4.9

Invixium IXM WEB 2.3.0.0

Operating Systems Windows 10 (Build 1709+) Professional
Version

Windows Server 2016 Standard
Windows Server 2019
Supported but not recommended:
(legacy)
Windows 8.1
Windows Server 2012 R2
Windows Server 2012
Microsoft .NET Framework .NET Framework 4.8
Database Engine SQL Server 2016+
Supported but not recommended: (legacy)
SQL server 2014 Express Edition (Default

Installation)
Internet Information Services  Microsoft® Internet Information Services
(11S) version 7.5 or higher
Web Browser Google Chrome

Mozilla Firefox

Microsoft Edge (Internet Explorer not
recommended)

Other Requirements

Server 2.4 GHz Intel Pentium or higher
RAM 8 GB or higher
Networking 10/100Mbps Ethernet connections

10 P/N XAD-TPI-009-02G
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Note: Server requirements mentioned are ideal for 10-15 devices registered with 500 employees or
fewer. For large enterprise installation server requirements, contact support@invixium.com.

Compatibility Matrix for IXM WEB & NetBox Integration

IXM WEB version NetBox version Compatible
IXM WEB 2.2.57.0 v4.9 Yes
IXM WEB 2.2.57.0 v4.9 Yes
IXM WEB 2.2.224.0 v4.9 Yes
IXM WEB 2.2.224.0 v4.9 Yes
IXM WEB 2.2.252.0 v4.9 Yes
IXM WEB 2.2.330.0 v4.9 Yes
IXM WEB 2.3.0.0 v4.9 Yes

Table 1: Compatibility Matrix for IXM WEB & NetBox Integration

11 P/N XAD-TPI-009-02G


mailto:support@invixium.com

& _."
b4

INVIXIUM

3. Checklist

Item List

Enable S2 NetBox API

IXM WEB Activation 1D

SQL Instance on SQL Server 2016+
Install IXM WEB Application

IXM WEB and IXM Link Activation
Configure IXM Link to NetBox
Configure Invixium Reader

Face or Finger Enrollment

4. Task List Summary

Interface
NetBox
Invixium
Invixium
Invixium
Invixium
Invixium
Invixium
Invixium

Task

IXM WEB Application Task List
using IXM WEB

Lenel-S2 NetBox Task List using
NetBox

Activate IXM WEB and IXM Link for
NetBox

Enable S2 NetBox API

Configure IXM Link for NetBox

First time enrolliment configuration

Register IXM Devices and configure
settings as per the requirement

Enroll cardholder biometric (Face,
fingerprint, finger vein)

Configure Weigand or OSDP
settings in device for integration

Monitor Events and Generate Report

Assign a specific Device Group to
the device

Table 2: Task List Summary

12
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5. Prerequisites for NetBox and IXM WEB Integration

Enable S2 NetBox API

Procedure

STEP1

Browse Lenel-S2 server IP address.

STEP 2

Enter valid login and password for authentication.

STEP 3

Navigate to Configuration - Site Settings.

o = %) @
@ Configuration

ﬁ 5 192.168.1.145 by Systern Administrator

rext mumﬁﬂ" Access Control  fexpired IP Address 192 168.1.145 by Systemn Administrator
n IP Address 192.168.1.160 by System Administrator
n IP Address 192.168.1.145 by System Administrator
@ % node for system license not detected for 30 days or more (system disabled)
backup successful
ackup in progress: Creation of system backup file succeeded
backup started
ﬂ EH expired IP Address 192.168.1.145 by System Administrator
n IP Address 192.168.1.145 by System Administrator

Evacuafion Plans  Floorplans n IP Address 192.168.1.161 by System Administrator

Filter: Q
Category: | All -

| in IP Address 192.168.1.197 by System Administrator

= n |P Address 192.168.1.239 by System Administrator
B Qg gin IP Address 192.168.1.239 (usemame admn)

e Site Settings | [0 [P Address 192.168.1.239 by System Administrator

Resources 1 i1 |P Address 152.168.1.195 by System Administrator

n IP Address 192.168.1.195 by System Administrator
~=3 LA - L e e

Google Chrome Version 111.0.5563.65

Microsoft Windows 10 Pro 64-bit Build 6.2 9200

Figure 1: Configuring S2 NetBox API — Site Settings
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STEP 4

Under Site Settings, click on Network Controller.

.:;i

B

192.168.1.145 by System Administrator
expired IP Address 192.168.1.145 by System Administrator
|P Address 152.168.1.160 by System Administrator
IP Address 192.168.1.145 by System Administrator
ode for system license not detected for 30 days or more (system disabled)
ackup successful
ackup in progress: Creation of system backup file succeeded
ackup started
expired IP Address 192.168.1.145 by System Administrator
IP Address 192.168.1.145 by System Administrator
IP Address 192.168.1.161 by System Administrator
IP Address 192.168.1.197 by System Administrator
P Address 152.168.1.239 by System Administrator
gin IP Address 192.168.1.239 (usemame admm)
P Address 192.168.1.239 by System Administrator
IP Address 192.168.1.195 by System Administrator
|P Address 192.168.1.195 by System Administrator
ode for system license not detected for 30 days or more (system disabled)
ackup successful
ackup in progress: Creation of system backup file succasded
ackup started
IP Address 192.168.1.195 by System Administrator

AP A oo ART SR A AR L Plao o A dettoa s

Google Chrome Version 111.0.5563.65

oo
NS

Microsoft Windows 10 Pro 64-bit Build 6.2.9200

Figure 2: Configuring S2 NetBox API — Network Controller

STEP 5

Navigate to Data Integration tab.
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STEP 6

Under API section; select “Enabled” and Save the settings.

Network Controller

SyslemH Nudes”WebS'rteHAcoessConh‘ul H Aa:lm'n“ Events and Activity || pata Integration

API

I Enabled: ;
Use Authentication:

Use login usermname/password for authentication
(requires setup privilege):

SHA Secret:

Re-enter SHA Secret:
Sequence Number. [0 ][JReset sequence Number to 0

ODBC
[ Enabled

CQDBC Report user password: (default "report”)

CSV Export
Enabled

[ Save | | Cancel |

Google Chrome Version 111.0.5563.65

Microsoft Windows 10 Pro 64-bit Build 6.2 9200

Figure 3: NetBox — Enabling S2 NetBox API
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Enable Card Format

Procedure
STEP 1

Navigate to Configuration = Text Configuration Menu.

STEP 2

Under Access Control, click on Card/Keypad Formats.

192.168.1.145 by System Administrator
em license not detected for 30 days or more (system disabled)
essful
bgress: Creation of system backup file succeedad
ed
expired IP Address 192.168.1.145 by System Administrator
IP Address 192.168.1.145 by System Administrator
expired IP Address 192.168.1.145 by System Administrator
IP Address 192.168.1.160 by System Administrator
IP Address 192.168.1.145 by System Administrator
ode for system license not detectad for 30 days or more (system disabled)
ackup successful
ackup in progress: Creation of system backup file succeeded
ackup started
expired IP Address 192.168.1.145 by System Administrator
IP Address 192.168.1.145 by System Administrator
IP Address 192.168.1.161 by System Administrator
IP Address 192.168.1.197 by System Administrator
| IP Address 192.168.1.239 by System Administrator
S Ea gin IP Address 192.168.1.239 (usemame admn)
IP Address 192.168.1.239 by System Administrator

Google Chrome Version 111.0.5563.65

Microsoft Windows 10 Pro 64-bit Build 6.2 9200

Figure 4: Netbox — Configuring Card/Keypad Format
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STEP 3

Select Card /Keypad Format from the dropdown list and select “Enabled”.

FERTE

if Card/Keypad Formats

Name:* [Corporate 1000 48 bit ] Enabled: ]

IOJ’adﬂ cione rename)

Description: Corporate 1000 standard 43 bit format
Data Format:

Length:*

Facilty Code:* o]

Facility Code Start:* B]

Facility Code Length:* [ Reverse bit order

Encoded # Start [25]

Encoded # Length [ Reverse nit order

Hot Stamp and encoded
numbers default identical:

Mercury-supported: ]
Casi F2F:

Eit definitions in card format (F=facility code, N=card number, P=parity bit)**
1 2 3 4 5 ] 7 i) ] 10 "
[P ]

(o [ @ [& [ s ] s]a]a)

Google Chrome Version 111.0.5563.65

Microsoft Windows 10 Pro 64-bit Build 6.2.9200

Figure 5: Netbox — Enable Card/Keypad Format

STEP 4

Save the settings.
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6. Prerequisites for Installing Invixium IXM WEB Software

Acquiring IXM WEB Activation Key

Procedure
STEP 1

Complete the online form to receive instructions on how to download IXM WEB:
https://www.invixium.com/download-ixm-web/.

IXM WEB Download and Activation

Fill out the details below to receive an email with steps to download, install and activate IXM WEB.

Who are you?
Distributor
Access Control Panel Manufacturer
Installer/Integrator

End User

Customer Details
Please provide details of the End-User who has purchased Invixium biometric solutions and where they will be installed. The Activation License for XM WEB will be
issued in their name and will provide them access to future upgrades and support

First Name* Last Name* Company Email*

Company Name* Select Country* Phone Number*

Installer Details
Please provide details of the person and/or company responsible for installing IXM WEB at the aforementioned customer’s facility. The license key will be emailed to the
customer email ID as well as the email ID provided below.

First Name* Last Name* Company Email*
Company Name* Phone Number®
Street Address 1 Street Address 2 City*

Select Country* Postal Code*

Figure 6: IXM WEB Online Request Form
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After submitting the completed form, an email will be sent with instructions from
support@invixium.com to the email ID specified in the form.

Please ensure to check the spam or junk folder.

See below for a sample of the email that includes instructions on how to download and install
IXM WEB along with your Activation ID.

Get the latest XM WEB package from the link below. Depending on your infemet speed, the download will take approximately 15 minutes.

Impartaat:

1. Do not update if you are using XM SDKs, a custom firmsare o a custom IXM WEB version. Contact XM Support for more details.

2 After updating XM WEB, make sure al devices are fist updated to the latest firmuiare befors enrolment, configuration or changing setiings

3 For existing TITAN or TRACE users, this update of IXM WEE requires temporary intemet connectivity to access Invixium servers for license validation. If connecting fo the internet is not possible at your premises. contact IXM Suppart for help
4 For new cuslomers, Microseft SQL version 2014 will e installed along with IXM WEE 2.2. For existing cuslomers, please upgrade lo Microsoft SOL 2014 or higher before upgrading XM WEE.

IXM WEE 2.3.0.0 package

Activation 1D: 1v-04-G. | NN

Follow these steps to install or updale IXM WEB.

1. Download the 1XM WEE package.
2. Extract the compressed files and copy XM WEB. exe ta required server.
3. Install 1XM WEB, open and create a login

Mew [XM WEB installafions require Acfivation. To activate IXM WEB, first open and create a login and then follow these steps:

1. Online Activation (Recommended) — Requires an active internet connection.
© Go to Left Navigation Menu — LICENSE — IXM WEB

o Select “Online” as activation Type. Enter your Activation ID and Click "activate”
@ Your Acfivation ID will be validated automatically and IXM WEB will be ready for use.
2. Offing Activation - For servers that are offine.
= Goto Left Navigation Menu — LICENSE — IXM WEB
= Select “Offline” as Activation Type. Enter your Activation ID and Click "request”.
Copy the details that pop up and smail them to support@invixium.com.
Our support team will send you an email with an Activation Key to activate 1XM WEE:
Once you receive the Activation Key, select the “Offline” as Activation Type and enter the Activation Key. Click Activate to start using LXM WEE.

Enjoy the Experience!

Figure 7: Sample Email After Submitting Online Request Form
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Setting Up SQL instance

Note: The following section describes the setup of a pre-created instance of SQL 2016+. Creating a
new instance can be done with the use of SQL Installer within the Security Center installation media
kit.

Procedure

STEP 1

Make sure to Create a new SQL instance on the server.

STEP 2

Set the instance name as IXM WEB (default) or Invixium.

STEP 3

Select mixed mode: SQL Authentication and Windows Authentication for secure logins. Leave
everything else as default.

STEP 4

Install SQL Management Studio on the server.
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STEP 5

Log into the new instance and create a new user.

Object Explorer
Connect~ ¥ ¥ = Y C
= Fo IXM-TSO7\IXMWEB (SQL Server 12.0.2269 - IXMO\ ~
=] I Databases

[ System Databases

i IXMDatabase

i IXMDB_07062020_allsensor_userbackup

i IXMDB_1700 (Recovery Pending)

1a10]dx3 P3lgo

@ IXMDB_2223 NEWDB
@ IXMDB_2240_DummyData
i IXMWEB_22110_FRESHDB
i IXMWEB_22110_QADummyData (Recovery
@ IXMWEB22200_Dum myData

New Login...
Filter
Start PowerShell

5 nglogin##
Login##

Reports
Refresh

Note: Make sure to uncheck both ‘Enforce password expiration’ and ‘User must change password at
next login’.
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| Login Properties -

g Script ¥ eHeIp
K General
M Server Roles

J User Mapping
J Securables O Windows authentication

K status @ SQL Server authentication

Login name:

Password: ‘OOO............

Confirm password: ‘..O.-O..n......

[] Specify old password
Old password:

Enforce password policy

|:| Enforce password expiration

I:‘ User must change password at next login

Cluspwcsonisl

Mapped Credenti Ci Provider

Server:
IXM-TSOAIXMWEB

Connection:
IXMO\sdholakia

ﬁ View connection properties

Remove

Default database: ‘masler
‘English - us_english

Default language:

Figure 9: SQL Login Properties
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STEP 7

Add this user under Server Roles, dbcreator, and sysadmin.

B Login Properties - Gallagher

g Script ¥ eHeIp

K General

» Server role is used to grant server-wide security privileges to a user.
M User Mapping
K Securables

K Status Server roles:

bulkadmin

| dbcreator
diskadmin
processadmin

/| public
securityadmin
serveradmin
setupadmin

oyseamn

Server:
IXM-TSO7\IXMWEB

Connection:
IXMO\sdholakia

¢ View connection properties

Figure 10: SQL Server Roles

RESULT

These privileges will be used later in the installation process to create the database.
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Minor Checklist and Considerations

Use these tables to verify that you have carried out all required steps.

Other Minor Checklist

Windows Operating system needs to be up to date.

Windows Updates System updates should not be pending. If any update is
downloaded, you will have to restart the system to complete
the Windows update.

The person who is setting up IXM WEB should have full

User Privileges administrator rights

Table 3: System Related Checklist

Port Assignment Port
Inbound HTTP Port 9108
TCP 1433
Port to communicate 9734
between IXM WEB &

Devices

Inbound Port 1255

GSC Web SDK Port 4590 (default)

Table 4: Port Information
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7. Installing IXM WEB

Software Install

Procedure
STEP 1
Run the IXM WEB installer (Run as administrator).

Select Advanced.

Advanced News

Figure 11: IXM WEB Installer

STEP 2

Deselect Install SQL Server and select Install.
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¥ IXM WEB )

Advanced Options

C:\Program Files (x86) \ Invixium

9108

8
)

N
2 ™ o

V] Install SQL Server R

i . Install
[v] Install Certificates

Figure 12: Advanced Options in IXM WEB Installer
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STEP 3

During the installation, you may see this message, click Install.

Would you like to install this device software?

oo
Name: Invidum Access Inc. Ports (COM & LPT)
S Publisher: Invixium Access Inc.

B4 Always trust software from "Invixium Access Inc.”. Install

) You should only install driver softw

are from publishers you trust. How
hich device sc

tal

Figure 13: Invixium Fingerprint Driver Installation Message

Installation In Progress

Figure 14: IXM WEB Installation Progress
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STEP 4

After the installation completes, you should see the following screen:

P

1\‘«:_#/‘ ‘_8;

Complete

0)

Advanced

License

Figure 15: IXM WEB Installation Completed
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STEP 5

Double click on the new desktop shortcut to open IXM WEB.

Z
XM WEB

Figure 16: IXM WEB Icon - Desktop Shortcut

IXM WEB will open in your default browser (initial opening may take a few minutes).

Configuring IXM WEB Database

Authentication SQL Server Name

’ SQL Server v ‘ ’ IXM-TSO7\IXMWEB

SQL User Name Password

sa

Figure 17: IXM WEB Database Configuration

STEP 6

Select the SQL Server authentication and the Server Name from the drop-down options. If it does not
appear, enter it manually.
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STEP 7

Enter the user credentials created above and leave IXMDB as the database name.

Configuring IXM WEB Database

Authentication SQL Server Name

| Windows v ] ’ IXM-TSO7\IXMWEB

Database Name

| IXMDB

CREATE ACCOUNT

INVIXIUM ID Password Medium | | [T

admin

Confirm Password

support@invixium.com

Server URL Cloud Port

http://192168.012:9108 1255

Figure 18: IXM WEB Administrator User Configuration

Now comes the step to create the user account for Invixium to access the database itself.
STEP 8

Create a user account (this is different from the identity used to connect to the SQL instance at the
top of the page). The status bar will indicate the strength of the chosen password.

STEP 9

Change http://localhost:9108 to http://[IP address of server]:9108

For example:
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If the IP address of the server is 192.168.1.100, then specify the Server URL as the following:

http://192.168.1.100:9108

STEP 10

Click Save. The software will now create the database and continue setup. This could take several
minutes.

STEP 11
When IXM WEB is finished installing, you should be prompted with the following screen:

X

Login
Enter details below

’ X Enter INVIXIUM ID

’ @ Enter Password

[] keep me Signed In

Configure Email English ~

You are currently using a 30-Day TRIAL version. To Activate IXM WEB, go to
LICENSE -> Activate IXM WEB.

Figure 19: IXM WEB Login Page
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Note: During an upgrade of IXM WEB from any previous release to 2.3.0.0, an internet connection is
required for license validation. As this new version includes a face algorithm update, it will
automatically convert templates without the need for re-enrollment of faces.
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8. Configuring Email Settings using IXM WEB

Configuring Email settings is highly recommended as one of the first steps after installing IXM WEB.
Email configuration settings will help the admin retrievie the password for IXM WEB in case it is
forgotten. In addition, having email settings configured also makes activation and license key requests
easier.

Email Setting Configuration

Procedure

STEP 1

Click Configure Email on the Login page.
OR

Expand the Left Navigation Pane - Navigate to Notification Settings - Email Configuration -
Click Manage Preferences.

X

Login
Enter details below

X Enter INVIXIUM ID

‘ @ Enter Password

|:| Keep me Signed In

onfigure Email ‘ English v

Figure 20: Configure Email
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STEP 2

Select “Enable Email Configuration” and enter values for “SMTP Host”, “SMTP Port”, and “Send email
message from” fields.

£+ Email Configuration

Enable Email Configuration

Figure 21: IXM WEB - SMTP Settings

Note: If Gmail/Yahoo/MSN etc. email servers are used for “SMTP Host” then “SMTP Login” and
“SMTP Password” values need to be provided. Also in this case, “Secure Connection” needs to be set
to either SSL or SSL/StartTLS.
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STEP 3
After entering the values, click Save to save the SMTP Settings on the IXM WEB database.

o. Email Configuration

Email settings saved

Figure 22: IXM WEB - Save Email Settings

To test the settings, Navigate to Notification Settings from the Left Navigation Pane - Go to Email
Configuration - Click the Test Connection button on the right.

Email Gonfiguration Email Alerts Push Notification Fire Zones Device Down Notification

SMTP Settings @ Manage Preferen % Test Connection

Enable Email Configuration SMTP Host SMTP Port Send email messages from Secure Connection SMTP Login SMTP Pasaword
wrrerss

Enabled smtp.office365.com 587 hvadavia@invixium.com StartTLs hvadavia@invixium.com

Figure 23: IXM WEB - Test Connection
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Provide a valid email address. Click Send to send a test email.

% Email Configuration

Send test email to

v Send ®x Cancel

Figure 24: IXM WEB - Enter Email ID
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STEP 4

Once email configuration is completed, a Forgot password link will appear on the Sign In page in its
place.

X

Login
Enter details below

Login as

‘ Admin Employee

& Enter INVIXIUM ID

@ Enter Password

O Keep me Signed In

Forgot Password ? English

Figure 25: IXM WEB - Forgot Password
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9. Software and Module Activation
IXM WEB Activation
Procedure

STEP 1

Log into IXM WEB.

X

Login
Enter details below

[% admin

’ B s

D Keep me Signed In

Configure Email I English

Figure 26: IXM WEB - Enter Login Credentials

STEP 2

Select the License Tab and then select the IXM WEB module to request an activation key for IXM
WEB.
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x .
,f, % XM WEB
Invixium Access pvt Itd LICENSED MODULES
4% Home a rAan ) —
: @ |8 © & & M b X B
{ O\
&3, video surveillance Lo L% (ZaN o
IXM WEB Convert CREDENCE ID Data Adapter XM API XM Health XM Mobile XM Time Translate Visitors.
£, Organization Hierarchy
= IXM MOBILE FEATURES
=] Logs
" Notification Settings ra E]ﬂ @
E B
63 Link o8, =)
Digital Card Dynamic QR Card Face Enroliment
g License
= IXM LINK INTEGRATIONS
3 Sync

General Settings

Schneider B rechnologies Jsnedap indigoViscni o ot SIEMENS = € LENEL:'S2 $LENEL:S2
g 9 eeniCS axton
i, Company Schedule
Access Export Access It! AEOS Command Centre  Control Center DNA Fusion Fusion Keep Net2 NetBox OnGuard
% Tools
o Honeywell Generec SIEMENS SIEMENS K GALAXY Honeywell
%) Reports
Pro-Wotch  Security Conter siPass siPort System Galaxy win-Pak
System

Figure 27: IXM WEB - License Setup
STEP 3
Request Activation Key Online or via Offline Activation Options.

Note: The Activation ID is in the email received when registering. If online activation fails, check with
your local IT as the client may be blocked by your network.
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STEP 4

Once the system is activated, the Status will be displayed as Active.

a
&

IXM Web

Your current version of IXM Web is Active

Activation Date: 30/11/2022 Expiration Date: 30/12/2023

Activation Type

‘ Online

Activation ID

‘ Enter Key

v Activate

Need Help? Contact customer support

Figure 28: IXM WEB - Online Activation
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NetBox Module Activation

The option to request a Lenel-S2 NetBox License is available under the License tab.
STEP 1

Request a License.

STEP 2

From Home, expand the Left Navigation Pane, Go to the License tab. Click on NetBox (Lenel-S2).

¥ I1XM WEB

LICENSED MODULES

e 8BS YR RS

IXM WEB Convert CREDENCEID Data Adapter IXM API IXM Health IXM Mobile IXM Time Translate Visitors

IXM MOBILE FEATURES

! E I-Jok rea“
e, o0

Digital Card Dynamic QR CardFace Enroliment

IXM LINK INTEGRATIONS

Schneider @ omnatogios Jrnedap Q© ndigavison o SIEMENS FeeniC G LENEL:S2

Access Expert  Access It! AEOS Command Centre Control Center  DNA Fusion Fusion Keep Net2 NetBox
€ LENEL:S2 Honeywell Generec SIEMENS SIEMENS R GALAXY Honeywell
B
2
OnGuard Pro-Watch Security Center SiPass SiPort System Galaxy Win-Pak

Figure 29: IXM WEB — Lenel-S2 Link Activation
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STEP 3

You will receive an email from Invixium Support containing a license key for the Lenel-S2 NetBox
Activation.

From: Invixium Support

Sent: Thursday, September 30, 2021 11:59 AM
To:

Subject: RE: IXM LINK Activation key request

Dear I,
Greetings! Thanks for connecting with Invixium Technical Services Team!

Your license defails are given below:
«  Module: 82

+  License Key: KEUSUUAVCVZJ566XEA UTSUS3 F7D TTW-Q3FECU-WPUFPS-SSYO2F-BDOAYH-SFO00V-MIIUSH
To activate your IXM Link license, follow these steps:

. Open IXM WEB and login
. Go to Left Navigation Menu == Click LICENSE fab

1

2

3. Select the Lenel option

4. Enter the License Key given above and click Activate.

We appreciate your kind support & patience.
Best Regards,
Invixium Technical Services Team

Contact US: +1 244 INVIXIUM (468 4043) Email: suppori@invixium.com
Work Hours: 12:00AM to 5:00PM (Eastern Time) Skype invixium_support

This email and any attachmenis may contain ial and privil i tion. If you have received this message in error, please notify us immediately and destroy the material in its entirety,
whether electronic or hard copy. Also, please consider the environment before printing this email.

Microsoft Outlook Version 16.0.16130.20218

Microsoft Windows 10 Pro 64-bit Build 6.2.9200

Figure 30: Lenel-S2 License Key Email
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STEP 4

Copy and paste the License Key in the box provided, and then select Activate.

NetBox

Integrate Employees between IXM WEB and NetBox by LENEL-S2 for easy
management of users.

Enter Key

v Activate

Need Help? Contact customer support

Figure 31: IXM WEB - Activate Lenel-S2 Link License

RESULT

IXM WEB is now licensed for use with NetBox and configuration can begin.
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10. Configuring IXM Link for Lenel-S2

Procedure

STEP 1

From the Left Navigation Pane = Link - click the blue NetBox (Lenel-S2) icon.

X :"eﬁin

Invixium
Toronto, ON, Canada

E‘ Video Surveillance

si, Organization Hierarchy

Logs
[} HNotification Settings
Link

E| license

IXM WEB

I/ ;\I NetBox
ooy Lenek-52

- ' Keep

| P
ﬁ System Galaxy

_.) Command Centre

Y Security Center

) | Pro-Watch

O\ Win-Pak

Figure 32: IXM WEB - Link Menu
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STEP 2

Toggle the Status switch to enable.

" NetBox

LEMNEL:S2

Select value

Figure 33: IXM WEB - Enable Lenel-S2 Link Module

Web Service URL:
Enter the S2 NetBox APl URL. For example: http://192.168.1.111/goforms/nbapi

Web Service User:
Enter the name of the authorized user to connect to the Web Service of Lenel-S2 NetBox.

Web Service Password:
Enter the Password of the authorized user to connect to the Web Service of Lenel-S2 NetBox.

Card Format:

Select the valid Card format which allows syncing of cards between NetBox and IXM WEB from the
dropdown list.

Note: There can be multiple cards per user in Netbox, but while syncing the data, IXM WEB will import
only those users that have the same Card Format specified here.
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Interval (Sec):
Enter the duration of interval for data transfer between Lenel-S2 and IXM WEB. The system wiill
automatically try to establish connection after every specified interval of time and sync users.

Sync Direction:
Click on the field to select the direction of data transfer. Data can be transferred in following three
ways :

o IXM WEB <— Lenel-S2

Choosing this option will transfer data in one direction only, ie, from Lenel-S2 to IXM
WEB. Lenel-S2 is considered as the master data in this case and any changes made in IXM
WEB data will be overwritten during transfer.

Note:
This is the recommended option.

e |XM WEB —» Lenel-S2

Choosing this option will transfer data in one direction only, ie, from XM WEB to Lenel-S2.
IXM WEB is considered as the master data in this case and any changes made in Lenel-S2
data will be overwritten during transfer.

e IXM WEB<— Lenel-S2

Choosing this option will transfer data in both the directions, ie, from Lenel-S2 to IXM WEB
first followed by IXM WEB to Lenel-S2.

Auto Transfer:

This option provides facility to add employee into Employee Groups in IXM WEB. For example, if there
is an Employee Group called ‘Default Group’ in IXM WEB, then all the employees from Lenel-S2 will
be added directly to the ‘Default Group’.

Click on either ‘Yes’ or ‘No'.
Yes: Selection of User Group is mandatory to use Auto Transfer. Users will be transferred to IXM

Devices based on Sync Group configuration for selected Employee Group.

No: Users will not be transferred to the IXM Devices.
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Employee Group:
» This option will be enabled only when ‘Auto Transfer’ is set as ‘Yes’. Otherwise it will remain

disabled.
A list of existing Employee Groups created in IXM WEB is displayed. Click on the Employee Group to

which employees should be transferred automatically.

Click Apply. The transfer of data between Lenel-S2 and IXM WEB is possible only after successful
connection.

e Link

Link settings saved for S2

Figure 34: IXM WEB - Link Settings Saved

In case of unsuccessful connection, please refer to the Troubleshooting section.

After applying your changes, you should see items being updated on the screen below:

ACTIVITIES

Added o Added to XM WEB o Last run at
Updated o Updated in IXM WEB 0 Next run at
Deleted o Deleted in XM WEE o

Figure 35: IXM WEB - Sync Activities
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Numbers
The first two colums display the number of records added, updated and deleted in Lenel-S2 and IXM
WERB respectively after each data transfer.

Times
The last column displays the time when the data was transferred last.

It also shows the time when the data will be transferred next. It is calculated as per the specified
Interval.

STEP 3

Clicking Sync Now immediately starts synchronizing pending data. This is useful when you do not
want to wait until the next scheduled run shown by “Next Run At”.

STEP 4

The Sync All feature allows resynchronization of database from NetBox to IXM WEB. This will re-
import missing cardholders or updated cardholders from NetBox to IXM WEB. Also, it will delete IXM
WEB employee records according to cardholders available in NetBox.

» The Sync All button will be visible only when the sync direction is selected as Lenel-S2 to IXM
WEB (One-way sync).

RESULT

When data is syncing at the given interval, the numbers in view will change accordingly.
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11. Create System User(s) for Biometric Enroliment

Creating System User(s) for Biometric Enrollment

Procedure
STEP 1
Log into IXM WEB.

On the home page, expand the Left Navigation Pane = System. The application will redirect to the
System Users window.

~ 1XM WEB

Invixium

System Users

Type to searc! Search © AddNew @ Delete

72} Home

-1 Video Surveillance ‘

-7 Organization Hierarchy

rﬂ Logs

4 Notification Settings

admin Yes Yes hvadavia@invixium.com

23 Link
: License
‘@ Sync
General Settings
‘-:_ Company Schedule
&, Tools
Reports —_—

1 Page 1 of1 10 ¥ |SystemUsers 1to 1of 1 System Users o

2| System

Figure 36: IXM WEB - Create System User
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STEP 2

Click Add New.,

............. W 1XM WEB

Figure 37: IXM WEB - Add New System User

Creating a system user requires the following details:

e Login type
i. Local employee
ii. Domain employee
e Invixium ID (User ID) (For domain employee login types, the User ID is automatically filled
from AD)
o Password creation (For domain employee login types, password creation is not required)
e Email address
e Status
o Permission for modules
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STEP 3

Select Login Type (Local or Domain Employee) from the dropdown list.

# System Users

Dashboard

Employee & Employee Group

Device & Device Group
XM Time

Login Type General Settings

Local Employee Notification Settings
INVIXIUM ID Tools
Enroll

Company Schedules

Password o .
Organization Heirarchy
Logs

Medium

| | [N Licensing

Confirm Password
Link

Reports

System

IXM Health

x Cancel

Figure 38: IXM WEB - New System User
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STEP 4
Add an email address.
Apply for permission as “All” for Employee & Employee Group module.

Click Save.

@ System Users

Sytem Employee saved

Figure 39: IXM WEB - Save System User
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12. Add and Configure Invixium Readers

Adding an Invixium Reader in IXM WEB
Procedure
STEP 1

From Home, click the Devices tab.

B o oawe x P

- C tocalhost 91

¥ IXM WEB

D{-l.;htx:{" 1" (r’[;\lll»).v"(”:n

List

Figure 40: IXM WEB - Devices Tab
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STEP 2

Select the Add Device button on the right-hand side of the page. Then select the Ethernet Discovery
option and add the reader’s IP in the start IP section. Click on Search to find the device.

IXM WEB

Add New Device

| @ DiSCOVEr  coeevanene - 2 Register R 3 Summary
I TITh 3
| | i X add
= DISCOVERY QPTIONS S
.'I\ m : ®
| Vin Ince
W pa ¢ @
- - Broacast
- - 92 . 188 . 2 | M8 9734 search on 5L
| I Mo
L B3g
= SELECT DEVICE TO REGISTER [DISCOVERED DEVICES 1] c
Reboot
b3dsa7d04t
192068.2145 FOBIDEDTD0AF Firmwara
Upgrads
Factory
Defaults

Figure 41: IXM WEB - Search Device Using IP Address
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STEP 3

Once the device is found, click on it. Add the required fields and select Register.

Add New Device

3 Summary

Name Device ID Device Group Device Mode

GENERAL INFORMATION

TS TITAN FPUS - EKIT 0 1item(s) selected ¥ ‘ ‘ Both

NETWORK INFORMATION
IP Address Subnet Mask Gateway

DHCP 192168.2145 255.255.255.0 192168.21

+ Register

Figure 42: IXM WEB - Register Device

STEP 4

Name the device exactly as the name of the door it will be used for.

Device Mode: select accordingly.

Device Group: select the Access Group to which the reader will be assigned.
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STEP 5

Once the device has successfully been registered, click Done.

Add New Device

o Device Registered

Device Information

Device Name Model Name Serial Number Firmware Version
TS TITAN FPUS - EKIT TITAN FPUS b3d587d04f 02.004.097.000

Transaction capacity User Capacity (IN) User Capacity (11)
1,000,000 100,000 500,000

Network Information

Comm Mode IP Mode IP Address Subnet Mask
Ethernet DHCP 192168.2145 255.255.255.0

Gateway MAC ID DNS
192168.21 70:B3:D5:87.D0:4F 8.888

© Add New v Done

Figure 43: IXM WEB - Device Registration Complete
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Go to Dashboard and confirm that the Device Status chart indicates that the reader is online (ie.
hovering will tell you how many devices are online).

¥ IXM WEB

Dashboard

Ovorviow

. 0 o 0 0 & °

Enrolimant Status Enrolimant Quality Credantials

Authentication Mode Device Status Syne Status

Figure 44: IXM WEB - Dashboard, Device Status
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13. Adding an Invixium Device to a Device Group

Procedure
STEP 1
Go to Devices > Groups.

Add the device from the Right Side pane to the respective Device Group.

Dashboard Devices Employees

S 1st Floor

[
Dofault

8

8 I8t Floo

2nd Floor
g >
E ' TITAN VH Entrance +

Figure 45: IXM WEB - Assign Device Group
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Configuring Wiegand to Assign Invixium Readers

Note: This is based on 17/23 bits for facility code/card number format allowing facility codes up to
65535 and card numbers from 1 to 8,388,607.

STEP 1

From Home >> Expand the Left Navigation Pane >> Navigate to the General Settings tab >> Click
the Wiegand app to open the Wiegand Format settings.

Figure 46: IXM WEB - Create Wiegand Format
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STEP 2

Hover mouse over Create and select the Custom option from the dropdown menu.

Wiegand Smart Card Settings IXM WEB Server

Passthru
Wiegand ID Y | Name Y | Type D Action

1 Standard 26 bit Standard268its S s -

Figure 47: IXM WEB - Create Custom Wiegand Format

STEP 3

Enter Name of the custom Wiegand and assign Bits. Lets say we name the Wiegand as ‘32-BIT CSN’
and define Total Bits as 32 bits where all the 32 bits are ID bits.

# Create

Custom Wiegand

Name Total Bits

32-BIT CSN ‘ 32

FORMAT
[o]1[2]ala]sfal7s]alafulnlefalulsln]vr]elnlx]z]z]2]u]2s]n]z]s]2fo]a]
Il osits [l evenrarity [l oddParity [ FlexField [l others [l Facility code [l tssue Level

Figure 48: IXM WEB - Custom Wiegand Format
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STEP 4

Click Next and Save. Wiegand Format created message will be displayed.

@ Wwiegand

Wiegand Format created

Figure 49: IXM WEB — Custom Wiegand Format Created

STEP 5

Click on Upload and select the device group (applies to all readers). Click OK.

/' Wiegond

SELECT DEVICE(S) Q. Typo to search

v B Device Group
» B invixium Accoss Group

Figure 50: IXM WEB - Upload Wiegand Format

Assign Wiegand to Invixium Readers

Note: Face and finger will always give a Wiegand output based on the initial card that was synced
from Lenel-S2 to Invixium.

The created Wiegand will be used to define which output format will be sent to NetBox.
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STEP 1

From Home > click the Devices tab. Select any device.

STEP 2

Navigate to the Access Control tab.

¥ IXM WEB

Dashboord L Employeeas

; | List
| fedb40s133 o Oniine 7 o

0 Rocognitson, Fingorprnt Entorprisa Acco
itider :

Figure 51: IXM WEB - Navigate to Access Control Tab
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STEP 3

Scroll down and click on Wiegand Output and toggle the switch on the top right-hand side to enable

Wiegand Output for the device.

|'_|7-f Wiegand Output

EVENTS

Actual Card

Standard 26 bit

Standard 26 bit

Nona

None

Nona

PULSE (MSEC)

a0 : 2000

APPLY < RESET

IXM 82 bit Device S/N

Nene

None

None

Device Serial Number

Device ID

60

Figure 52: IXM WEB - Wiegand Output

ID types for Wiegand output are as follows:

1. Employee ID
2. Default Card
3. Actual Card

Set ID Type of output Wiegand to Employee ID/Default/Actual Card. By default, Employee ID is

selected in Wiegand Event.

As the Employee ID field is not available in NetBox, select either Default Card or Actual Card.

Empoyee ID: This is auto generated ID by IXM WEB for an imported cardholder in Lenel-S2.

63
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Actual Card: When more than one card is assigned to the cardholder, and you want to generate
Wiegand output data for the same card which is presented on the Invixium device.

Default Card: It will generate Wiegand output data for the card which is marked as the default.

Note: For fingerprint and face access, default card Wiegand output data will be generated.

STEP 4

Select desired format for Identification, Verification, Employees not found, Thermal Authentication and
Mask not Detected for the selected Card.

STEP 5
Click Apply.
@ Wwiegand
Output Wiegand saved
Figure 53: IXM WEB - Save Output Wiegand
RESULT

The Wiegand Output settings of the selected device are now updated.
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Note:

If you have more devices, follow the next steps to copy all Wiegand settings to all devices
simultaneously. Note: This copies all Wiegand output settings. See Appendix C for more
information.

If the cardholder was assigned multiple cards, the first assigned card will be the ‘default’
selected card. The details of the card will be sent as the Wiegand bits input to Lenel-S2
Controller.

To make this Wiegand output work on Lenel-S2, you will need to make sure the Wiegand
format is available in Lenel-S2 for use on the controllers talking to the Invixium reader (by
Wiegand or OSDP).
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Configuring Panel Feedback with Lenel-S2
Procedure
STEP 1

Connect Wiegand Data DO of the Lenel-S2 Panel with WDATA_OUTO of the IXM device, Wiegand
Data D1 of the Lenel-S2 Panel with WDATA _OUT1, and Wiegand Ground of the Lenel-S2 Panel with
WGND of the IXM Device.

STEP 2
Connect the LED of the Lenel-S2 Panel with ACP_LED1 of the IXM device.

STEP 3

On the Devices tab, select the required device and navigate to the Access Control tab. Scroll down
and click on Panel Feedback.

Y IXM WEB

3

Dashboord Employoos

Figure 54: IXM WEB - Panel Feedback
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STEP 4

By default, Panel Feedback is turned OFF. Toggle the Panel Feedback switch on the top right-hand
side to the ON position, and then enable LED Control by the panel and set the LED Mode to One
LED.

82 Ponol fecdbock

I -] uoo:muowyml

tvort

.

§EEREY e !
g38geys

Figure 55: IXM WEB - Configuring Panel Feedback in IXM WEB

STEP 5
Click Apply.

@ Ponol Foedback

Panel Feedback configuration saved

Figure 56: IXM WEB - Save Panel Feedback
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Configuring Thermal Settings
Note: confirm your device is capable of temperature screening first.

Procedure
STEP 1

Click the Devices tab - Select Device - Select Thermal Settings = Thermal Authentication
Settings to view default settings.

—— Device ID: 0

" TITANEK | = Online # Edit

| |

“\ e Transoctions Authentication types Device Category Comm Mode
o 336 Face Recognition, Fingerprint Enterprisc Acceoss Ethernet

£ Inication Notification Security Access Control General Settings Time & Attendance Smart Card Thermal Settings )|

@i— Thermal Authentication Settings

DEVICE CONFIGURATION
Temperature Unit

O Celsius @ Fohrenheit
Threshold Temperature Sensitivity Authentication Mode

1004 High Strict

[ capturc image on EBT [ ouress Status Show Temperature on LCD

O thermal on VoIP call Temperature Logging O send wiegand

VISITOR SCREENING

D Enablc Visitor Screening

MESSAGES

Display Message on EBT EBT Display Message Time (sec)

High Temperature 3 [ Second Trial on EBT

APPLY £ RESET

Figure 57: IXM WEB - Thermal Settings

STEP 2

The list of settings along with their functions are:
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Temperature Unit: IXM WEB supports Celsius and Fahrenheit temperature units. By default,
the selected option will be Fahrenheit.

Threshold Temperature: Users can set a threshold temperature. Elevated Body Temperature
(EBT) workflows will trigger when any user whose temperature is above the threshold value.
The default threshold temperature is 100.4 degrees Fahrenheit.

Sensitivity: Users can set Thermal Sensitivity to low or high.

Authentication Mode: The user will have two options for the Mode of authentication Soft /
Strict, this mode of authentication is used to control the access of the user if fever is detected.
The default mode of authentication is Strict.

o Soft: Access will be granted to the End-user even after the fever is detected.
o Strict: Access will be denied if the fever is detected.

Send Wiegand: This setting will be visible only if the user selects the “Strict” Authentication
Mode. Enabling this setting will generate Wiegand whenever “High Face Temperature” is
detected in the authentication process.

Capture Image on EBT: Enable this setting to capture the image of the user if EBT is detected.
By default, this setting will remain disabled. The same image will be used for sending emalil
notifications from IXM WEB.

Duress Status: Enabling this setting will allow access to the user even after detecting EBT if
the user authenticates using their pre-programmed duress finger. The default setting is
disabled.

Show Temperature on LCD: By enabling this setting, TITAN will display the screened
temperature upon authentication. By default, this setting is disabled.

Display Message on EBT: Users can set a message to display after detecting EBT. Users can
set a message up to a maximum of 50 characters.

EBT Display Message Time (sec): Users can configure the length of time that the EBT
message stays on the screen. The default time is 3 seconds.
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Second Trial on EBT: By enabling this setting, users will get a notification to retry after EBT
detection. If this setting is enabled, Display Message for Second Trial, Second Trial Wait Time
after EBT (mins), and Display Message Time After Second Trial (sec) fields will be visible.

Display Message for Second Trial: Users can set a message to display after the second trial
if EBT is detected. This message can be a maximum of 50 characters.

Second Trial Display Message Time (sec): Users can configure the length of time that the
second trial message stays on the screen. The default time is 3 seconds.

Enable Visitor Screening: Enable this setting to start screening temperatures for visitors. By
default, this field remains disabled.

Visitor Screening Message: Users can set a message that will be displayed when a visitor is
showing their face. Maximum 50 characters allowed.

Visitor Screening Message on EBT: Users can set a message that will be displayed when the
visitor has an EBT. Maximum 50 characters allowed.

Visitor Message Display Time (sec): Users can configure the length of time that the visitor
screening message stays on the screen. The default time is 3 seconds.

Thermal on VolP Call: Enable this setting to start screening temperatures for a user when a
VolIP call is going on. By default, this field remains disabled.

Temperature Logging: This setting keeps logging detected temperature in the Transaction
Log. By default, this field remains enabled. Users can disable this feature using IXM WEB only.
Enable/Disable this setting is not available in LCD.
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STEP 3

Once all the settings have been configured, click Apply, then click OK.

@ Thermal Authentication Settings

Thermal Authentication settings saved

Figure 58: IXM WEB - Save Thermal Settings
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Thermal Calibration
STEP 1

Click the Devices tab - Select Device - Select Thermal Settings = Thermal Calibration to view
default settings.

' NDeskES2 e Online # Edit
e 3,892

Face Recognition, Fingerprint Enterprise Access Ethernet
Thermal Settings

HE Thermal Authentication Settings

Thermal Calibration

Manual -

THERMAL OPTICAL
0 - 0 - . 0

- - v

APPLY B CAPTURE THERMAL DATA

4

Figure 59: IXM WEB - Thermal Calibration Settings

STEP 2

The settings along with their functions are:

e Thermal Calibration Type:

o Manual
o Face
o Black Body

Invixium supports only Manual Thermal Calibration and does not recommend the user to select any
other option.
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o Offset X (Thermal Section): Users can set the value for the offset X coordinate of the TIR
camera.

e Offset Y (Thermal Section): Users can set the value for the offset Y coordinate of the TIR
camera.

o Offset X (Optical Section): Users can set the value for the offset X coordinate of the TITAN
camera.

e Offset Y (Optical Section): Users can set the value for the offset Y coordinate of the TITAN
camera.

STEP 3

Once all the settings have been configured, click Apply, then click OK.

o Thermal Calibration

Thermal Calibration settings saved

Figure 60: IXM WEB - Save Thermal Calibration Settings
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To provide the Thermal Data to the Invixium Technical Services team using IXM WEB, the user needs
to click Capture Thermal Data. It will open the popup window and ask the user to show their face 3
times.

Show Face to Device

Figure 61: IXM WEB - Capture Thermal Data
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STEP 4

Once the face is captured 3 times, it will ask the user to save the “.zip” file.

€ savess x
' “— “ P wm » This.. » MNew Volume (D:) v [J] O Search Mew Volume (D)
COrganize = MNew folder == - o
A v [ This PC ~ Name Date modified Type ™
_J 3D Objects Adani 09-05-2019 12:44 PM File f
The I Desktop FWU_Files 23-03-2020 01:06 PM File f
. i 30-10-2018 0225 i
B Documents Invixium 20-10-2018 03:25 PM File f
IXMRepo-Software 26-04-2019 04:35 PM File f
The 4 Downloads - o )
I XMWeb_Certificates 06-09-2018 12:18 PM File f
Al J Music office party pics 07-08-2019 11:25 AM File f
=] Pictures QA Work 01-04-2020 03:14 PM File f
Manuc . . . i
B videos Sapan 01-06-2020 07:52 PM File f
= Local Disk (C) Sapan - Desktop D Drive Folder 08-04-2019 020 PM File f
'HERMA| . New Volume (D Sanan - Neskton Downlnards Folder NA-NA-7119 17:57 PM File f ¥
- RV 4 >
i
- File name: || ThermalCapture_b3d587d06b_20200703170606.zip | v
Save as type: | WinRAR ZIP archive (*.zip) ~
APP
~ Hide Folders Cancel

Figure 62: IXM WEB - Save Captured Thermal Data

STEP 5

Click Save to store the zip file, then send this file to support@invixium.com. Invixium’s Technical
Services team will process this file and respond to the user with calibrated values for “X” & “Y”
coordinates for the TIR camera and TITAN camera.
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@ Note: TITAN and the Enhancement kit are factory calibrated when purchased as a bundle. If thermal
offset and optical offset values are 0, they capture thermal data.
Test Calibration Options

To test Thermal Calibration, click Test Calibration.

@ Test Calibration

98.1°F

X Close

Figure 63: IXM WEB - Test Thermal Calibration

Note: Square box position should be in the center and cover the tear duct area (Eye Inner Canthus).
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Change Temperature Unit Settings

STEP 1

To change the Temperature Unit from Celsius to Fahrenheit and vice-versa, click Tools - Options »>
Manage Preferences.

¥ IXmM WEB

EMPLOYEE

@& # Manage Preforences | [EJEEEEE

Enabled ixmweb ixmdevice

BIOMETRIC CAPTURE DEVICE

DELETE APPLICATION LOGS

Disabled 30

TEMPLATE CONVERSION

TEMPERATURE UNIT

VISITOR DETAILS
I D Disabled 365 Initials \

Celsius

Figure 64: IXM WEB - Option to Change Temperature Unit

STEP 2
Click Save.
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Note: Temperature Test failure event in NetBox Alarm Viewer will show the Temperature Value as per
the Temperature Unit selection.

£ Manage Preferences

I 14Uy

DELETE APPLICATION LOGS

Delete Logs older than (Duys)

D Auto-Delete
’ 30

TEMPLATE CONVERSION

Primary Device For Conversion

On The Fly Conversion ’ Select Device

VISITOR DETAILS

Delete Visitor Data After

[] auto-Delete ‘ 365

ID Prefix Type ID Prefix Value

Initials v ‘ ’ \

TEMPERATURE UNIT

Temperature Unit

@ Celsius O Fahrenheit

Figure 65: IXM WEB - Save Temperature Unit Setting

Configuring Mask Authentication Settings
STEP 1

Click the Devices tab - Select Device - Select General Settings - Mask Authentication
Settings to view default settings.
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' TS TITAN THERMAL FV = Online # Edit

4an Face Recognition, Finger Vein Enterprisc Access Ethernet
General Settings

Video Surveillance
Mask Authentication Scttings

CONFIGURATION

Mask Not Detected

FULL FACE AUTHENTICATION

VISITOR SCREENING

B APPLY Z RESET

Figure 66: IXM WEB - Mask Authentication Settings

STEP 2

The list of settings is:

e Authentication Mode: There are two options for the mode of authentication used to control
the access workflow if a mask is not detected. The default mode of authentication is strict.

o Soft: Access will be granted to the user even if a mask is not detected.

o Strict: Access will be denied if a mask is not detected.
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Duress Status: Enabling this setting would allow access to the user if a mask was not
detected if the user authenticates using their pre-programmed duress finger. The default
setting is disabled.

Capture Image if Mask Missing: Enable this setting to capture an image of the user if a mask
is not detected. By default, this setting is disabled. The same image will be used for sending
email notifications from IXM WEB.

Log Mask Detection Data: This setting tracks mask detection in the transaction log. By
default, this setting is enabled. You can disable this feature using IXM WEB only, not on the
device’s LCD.

Send Wiegand: This setting will be visible only in “Strict” authentication mode. Enabling this
setting will generate Wiegand whenever a mask is not detected in the authentication process.

Missing Mask Warning Message: Set a message to display after a mask is not detected. The
message can be up to 50 characters.

Missing Mask Warning Message Timeout (sec): Configure the length of time that the mask
is not detected message stays on the screen. The default time is 3 seconds.

Enable Full Face Identification: Invixium Periocular algorithms can achieve accurate
identification using only the eye and eyebrow regions of the face. Full face identification is
used to get more accuracy in authentication and capture a user’s face without a mask in the
image log. By default, this setting is disabled.

Remove Mask Display Message: Set a message to display after a mask is detected when
Full Face ldentification is enabled. Messages can be up to 50 characters.

Remove Mask Display Message Time (sec): Configure the length of time that the mask is
detected message stays on the screen. The default time is 3 seconds.

Enable Visitor Screening: Enable this setting to start screening visitors for masks. By default,
this field is disabled.

Visitor Screening Message: Set a message that will be displayed when a visitor is showing
their face. Messages can be up to 50 characters.

80 P/N XAD-TPI-009-02G



INVIXIUM

e Visitor Mask Missing Warning Message: Set a message that will be displayed when a visitor
is screened without a mask. Messages can be up to 50 characters.

e Visitor Message Display Time(sec): Configure the length of time that the visitor screening
message stays on the screen. The default time is 3 seconds.

STEP 3

Once all the settings have been configured, click Apply, then click OK.

@ Mask Authentication Settings

Mask Authentication settings saved

Figure 67: IXM WEB - Save Mask Settings
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14. Enrollment Best Practices

Fingerprint Enrollment Best Practices
= Invixium recommends using the index, middle, and ring fingers for enrollment.
= Make sure your finger is flat and centered on the sensor scanning area.
= The finger should not be at an angle and should be straight when placed on the sensor.

= Ensure that the finger is not too dry or too wet. Moisten your finger during enrollment if required.

Avoid Poor Fingerprint Conditions
= Wet Finger: Wipe excessive moisture from the finger before placement.
= Dry Finger: Use moisturizer or blow warm breath over the finger before placement.
= Stained Finger: Wipe stains from finger before placement.

Enrollment Best Practices

x Incorrect XCUHC(.‘L

8 4
= Pressure o .

= :
B Too Low  Too High Good

A
Condition “ . &
WA ‘ 13
Preferred Fingers Dry Wet Good

Figure 68: Fingerprint Enrollment Best Practices
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Fingerprint Image Samples

Fingerprint

Result Recommendation

Sample

Always try and get a
good fingerprint like
this for a good
enrollment score

Good Fingerprint

Invixium recommends
] ) ] using

Fingerprint with cuts _ _
Card + Biometrics or

Card + PIN

Moisten finger and re-

Dry finger enroll for better results

Rub finger on clean
Wet/Sweaty finger cotton cloth and re-
enroll for better results

Figure 69: Fingerprint Images Samples
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Fingerprint Imaging Do's and Don'ts
Do's:
= Capture the index finger first for the best quality image. If it becomes necessary to capture
alternate fingers, use the middle or ring fingers next. Avoid pinkies and thumbs because they
generally do not provide a high-quality image.
= Ensure that the finger is flat and centered on the fingerprint scanner area.
= Re-enroll a light fingerprint. If the finger is too dry, moistening the finger will improve the image.

= Re-enroll a finger that has rolled left or right and provided a partial finger capture.

Remember to:
= |dentify your fingerprint pattern.
= Locate the core.
= Position the core in the center of the fingerprint scanner.
= Capture an acceptable quality image.

Don'ts:

= Don't accept a bad image that can be improved. This is especially critical during the
enrollment process.

= Don't assume your fingerprint is placed correctly.
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Finger Vein Enrollment Best Practices
= |nvixium recommends using the index and middle fingers for enrollment.
= Make sure your fingertip is resting on the finger guide at the back of the sensor cavity.
= The finger should be completely straight for the best finger vein scan.

= Ensure that the finger is not turned or rotated in any direction.

Preferred Fingers x Incormect %Cﬂﬂﬁct
! L/
¥ y J ¥ A—
1 g
e ] Bl
L

Figure 70: Finger Vein Enrollment Best Practices
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Face Enrollment Best Practices

= |nvixium recommends standing at 2 to 3 feet from the device when enrolling a face.

= Make sure your entire face is within the frame corners, which will turn green upon correct

positioning.

= Look straight at the camera when enrolling your face. Avoid looking in other directions or turning

your head during enroliment.

<2feet

120 cms /
48 inches

Incorrect
s

120 cms /
48 inches

5‘ > 3 feet

Figure 71: Face Enrollment Best Practices
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15. Appendix

Installing Invixium IXM WEB with Default Installation using SQL Server 2014

@ Note:

= By default, the IXM WEB installer will install SQL server 2014
= |tis highly recommended to use SQL server 2016 or higher

If it is intended for IXM WEB to use a non-default SQL 2014 installed instance, please refer to
Installing SQL Instance.

Procedure
STEP 1

Run the installer.exe

Advanced Options

C:\Program Files (x86) \ Invixium m

9108

o
V| Install SQL Server z@z’

i . Install
V] Install Certificates

Figure 72: Install IXM WEB
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@ Note: Installs SQL 2014 Express.

Installation In Progress
e

Figure 73: Loading SQL Express & Installation Progress

STEP 2

Once the installation is completed, check these services to make sure they are all running:

= Bonjour
= |nvixium Device Discovery
= |IXM WEB
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STEP 3

Run IXM WEB by selecting it from the Windows Start menu or your desktop.

. Invooum

V. XM WEB

H je IType here to search

Figure 74: IXM WEB - Shortcut Icon on Desktop

STEP 4

Select Windows Authentication and the SQL Server Name, then click on Connect.

5 XM WES x |+

O D localhost:9108

Configuring IXM WEB Databas

Windows v v

Figure 75: IXM WEB - Configuring IXM WEB Database

STEP 5

Select the Database Name and then click Next.
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Configuring IXM WEB Database

Authentication SQL Server Name

‘ Windows

Datobase Name

‘ IXMDB

Figure 76: IXM WEB - Select Database Name

STEP 6

Fill in the fields under the Create Account section and then select Save At Server URL.

Configuring IXM WEB Databaso
Authonticotion SQL Sorver Noma

Windows — e e - -

Potsaword

” errennee

Confirm Posaword

Sesssnane
Sorvor URL

mﬂ@em

P

Figure 77: IXM WEB - Server URL format
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STEP 7

Use the server machine’s IP Address which will interface with the Invixium reader.

Pushing Configuration to Multiple Invixium Readers
Procedure
STEP 1

To push these configurations to other Invixium readers, while the configured Invixium device is
selected, click the Broadcast option on the right-hand side.

 IXM WEB

e l fcdb405133

Figure 78: IXM WEB - Broadcast Option

STEP 2

Scroll down to the Access Control section and check the Wiegand Output option.

@

Figure 79: IXM WEB - Wiegand Output Selection in Broadcast
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STEP 3

Click Broadcast.

®) Broadcast

@ Select 2  Device(s)

[7] select Al

"1 Access Control
[] Anti-Passback D Door Access Control [[] poor Open schedule [[] poor strike Power Supply D External Server Feedback
D Fire Alarm D Input/Output D 0SDP D Panel Feedback E] Wiegand Input

Wiegand Output

[7] schedules

[[] Access schedules [] Biometric Schedule [] Holiday Schedules

7] security

[ Anti-Shock Vandal Protect... [ pevice [ P Restriction [ Telnet

[7] smart card

D Active HF Protocol D Active RF Protocol D CSN Order Type D HID Mobile Access D Key Management

Figure 80: IXM WEB - Broadcast Wiegand Output Settings
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STEP 4

Select the rest of the devices in the popup. Click OK to copy all Wiegand output settings of the source
device to all destination devices.

@®) eroadcast
® Device(s)

SELECT DEVICE(S) Q, Typetosearch

- Device Group

N - [P

Merge_FP4_132_Wout

Figure 81: IXM WEB - Broadcast to Devices
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Configuring for OSDP Connection
STEP 1

From Home, click the Devices tab. Select the required Device and navigate to Access Control. Click
OSDP.

By default, the OSDP configuration is turned OFF. Enable the OSDP by toggling the switch to ON.

COMMUNICATION SETTINGS

Boud Rate Parity Bit Stop Bit Timeout (msec)

ns200 » ’ None v | 1Bit v | 500

OENERAL SETTINGS
[ enableteg [ pieplay 0sOP Text [] smancard Passthru ] Enable Biometric

SECURE CHANNEL

Secure Key Type Secure Kay

AESI2E ’

OSDP EVENTS
EVENTS ON COLOR OFF COLOR ON TiME (MSEC) DISPLAY MESSAGE

Accass Crantad ‘ O fiert i J @ Nome b ' &

Graan v None v o
Access Danied ‘ ® ‘ d ’ |

‘.Yeuow v ‘.None 'Ho

Enter PIN

- Blus v None v
Dual! Authentication ‘ ® ‘ L ] ’ ] 0

Figure 82: IXM WEB - OSDP Settings
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STEP 2

Provide values for the configuration settings below:

Baud Rate

Parity Bit

Stop Bit

Timeout (msec)

Enable Log

SmartCard Passthru
Enable Biometric

Secure Channel

Event

The baud rate of the serial communication. The value
must be the same as the Access Control Panel’s value.

The parity bit of the serial communication. The value must
be the same as the Access Control Panel’s value.

The stop bit of the serial communication. The value must
be the same as the Access Control Panel’s value.

The time duration (500 to 10000 milliseconds) up to
which the Device should keep trying to connect to the
Access Control Panel. The default timeout duration is 300
milliseconds. On timeout, the Device LCD flashes
"Access Denied" message and the “Application Logs”
window will show a failure message.

This logs OSDP events for support and debugging
purposes. Invixium recommends disabling this feature
unless needed.

When presenting a smart card, the device passes the
smart card CSN (Card Serial Number) to the Access
Control Panel without taking any other action.

Enables biometric template verification.

The secure key is provided by your Access Control Panel
most of the time. However, provisions for manual entry
can be added as TEXT or HEX.

The OSDP static events for panel feedback and capture
pin are:

Access Granted

Access Denied

Enter PIN

Dual Authenticaction — It is an access mode which
requires valid access by two authorized cardholders to
enter an access zone within a specified time period. This
feature is available only if Multi-User Authentication
feature is enabled and configured. To configure Multi-
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On Color/Off Color

User Authentication feature, from Home, click the
Devices tab. Select the required Device and navigate to
General Settings. Click on Multi-User Authentication
section. On enabling this feature, the following actions will
be performed:

+ The Device will request for the credentials of the
second user after the first user is authenticated
successfully.

« Card numbers for both, the first and the second user
will be transferred to the Access Control Panel.

+  Two events, one for the first user and the other for the
second user will be logged into the Access Control
Panel.

The LED color configuration is based on panel events.
The value must be the same as the Access Control
Panel’s value. Options are:

+ Red
+ Green
+ Yellow
+ Blue

Table 5: IXM WEB - OSDP Configuration Options

Note: Mismatches between the unit and Access Control Panel LED configuration would cause

unrecognized events.

Display OSDP Text

Display Message

Enables to display OSDP Text.

Notification on the device’s screen.

If enabled: Displays both the unit hardcoded
notification and the Access Control Panel notification.

IXM notification - Access Granted or Access Denied.
Access Control Panel notification — Valid or Invalid.

If disable: Displays only the Access Control Panel
notification.
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Table 6: IXM WEB - OSDP Text Options
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STEP 3

Click Apply to save the settings.

o OsDP

OSDP settings saved

Figure 83: IXM WEB - Save OSDP Settings

STEP 4

Open the edit option on the reader and note the Device ID. This will be the address used in the
configuration of the reader in the Security Center.

N Device ID: 0
/ I l ' TSTITAN FPUS - EKIT e Online # Edit
f |
‘ /
- "0

Transactions Authentication types Device Category Comm Mode
850 Face Recognition, Fingerprint Lenel OnGuard Ethernet

Overview Employees Communication Notification Security AccessControl  General Settings  Time & Attendance S )

Figure 84: IXM WEB - Edit Device
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# Edit Device

INFORMATION

Name Device ID Device Group Comm Mode Device Mode

‘ TS TITAN FPUS - EKIT ‘ 0 |litem(s) soloatod + I ‘ Ethornot - ‘ ‘ Both v ‘ [] T8 Dovico

NETWORK
ETHERNET
IP Address subnet Mask Gateway Port

e ffeemsmms o (w2 [ow

SERIAL
COM Port Boud Rate Serial Mode

| Select ‘ Select v ‘ ‘ RS-232 B |

Wi-FI
IP Address Subnet Mask Gateway

ollel[ale]  [elelfafe]  [ef{alelle]

Figure 85: IXM WEB - Edit Device Options

STEP 5

Wiegand Input and output also need to be configured to allow OSDP communication to work. Create
the same settings for Wiegand connections as you did previously.

STEP 6

Disable Panel feedback for any OSDP-connected reader to stop multiple access granted messages
from being sent to Security Center.

Panel Feedback

LED Mode Timeout (msec)

[] LeD control By Panel Two LED ‘ | 3000

Figure 86: IXM WEB - Disable Panel Feedback
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Wiring and Termination

Procedure
Earth Ground

For protection against ESD, Invixium recommends the use of a ground connection between each
Invixium device to high-quality earth ground on site.

STEP 1

Connect the green and yellow earth wire from the wired back cover.

STEP 2

Connect the open end of the earth ground wire provided in the install kit box to the building earth
ground.

STEP 3

Screw the lug end of the earth ground.

Earth Ground |
Wire Lug

Earth Ground
Wire Lug

Earthing Wire from =
Wired Cover (PIN 5) Bullding Earthing

Figure 87: Earth Ground Wiring
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Wiring

Top Connector
1 3 5 7 9 11 13 15 17 19 21 23 25 27 29

8 10 12 14 16 18 20 22 24 26 28 30

Bottom Connector
13 5 7 9 11 13 15 17 19 21 23 25 27 29

2 4 6 8 1012 14 16 18 20 22 24 26 28 30

Figure 88: IXM TITAN — Top & Bottom Connector Wiring
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Get Wired Top Connector
Wire Color - Wi Wire Color

e aT————

WDATA_IN1
RL

Get Wired Bottom Connector
Wire Color Wire Label Pin(s) Wire Color Wire

DAC_|

1 ussooND
. USBIGND

Figure 89: Power, Wiegand & OSDP Wires
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All Invixium devices support Wiegand, and OSDP.

Invixium devices can be integrated with Lenel-S2 Controller on:

1. Wiegand (one-way communication)
2. Wiegand with panel feedback (two-way communication)
3. OSDP (two-way communication)

Wiegand Connection

WDATA OUTO
WDATA_OUT1

WGND ——

Figure 90: IXM TITAN - Wiegand

Please refer to the INGUIDE document provided for each product on Invixium.com under the
Download section of the Products menu.
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Wiegand Connection with Panel Feedback

Access Control Panel Connections

TITAN
j — ACP
[ ]
- i 3 WDATA_OUTO A s
WDATA_OUT1
WGND
: 4
j
- , ACP_LED1
{ ACP_LED_GND 2

Top Connector Wiegand
WDATA_OUTO . (16)

N

WDATA_OUT1 [ ] (18)

WGND B (20)

Bottom Connector LED . . X

ACP LEDI — ACP_LED signals can be used if available on the Access Control Panel.
ACP_LED_GND mmmmm (11) IXM devices support up to 2 wires + GND for LED status.

Figure 91: IXM TITAN - Panel Feedback

O Please refer to the INGUIDE document provided for each product on Invixium.com under the
Download section of the Products menu.
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OSDP Connections

OSDP Connections
- ‘ i ACP
L ]
. 3
=
/
X \
L
LL S S RS-485- R /
PO SOOI/ )
RS-485+
J
SGND
Top Connecter RS-485
SGND (6) —
RS-485+ (8) NN OSDP wiring requires daisy chain connections between devices and twisted pair.
RS-485- (10) A termination resistor R (~120 ohms) across RS-485 lines is also recommended.

Figure 92: IXM TITAN - OSDP Connections

Please refer to the INGUIDE document provided for each product on Invixium.com under the
Download section of the Products menu.
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16. Troubleshooting

Reader Offline from the IXM WEB Dashboard

Note: Confirm communication between the IXM WEB server and the Invixium reader.
Procedure

STEP 1

From Home, click the Devices tab.

STEP 2

Select any device.

STEP 3

Navigate to the Communication tab.

¥ IXM WEB

4

Dashboord Employees

List

Security Main Entry * Online /7 Edit
' Security Moin Entry O
? Foco Rocognition, Fingerpeint £

Figure 93: IXM WEB - Device Communication Settings
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STEP 4

Scroll down and click on IXM WEB Server.

(%) o1Ms settings
2 ethomet

2 Extornal USE Settings

57 XM WEB Server

uR

Mtpy//17216.254,40:9108

= Setial

Figure 95: IXM WEB - Server URL Setting

Ensure the correct IP address of the server is listed here. If not, correct and apply.

STEP 5

Enter the IP address of the Invixium server followed by port 9108.

Format: http://IP_IXMServer:9108
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STEP 6

Navigate to General Settings and make sure that the URL reflects the same setting.

Invixium

IXM WEB Server

Home "j':f Configuration [\ 1XM WEB Snackbar Notificatio

5Ty Video Surveillonce u
Enable
- Organization Hierarchy
| Logs
Notification Settings
o3 Link

License

Sync

Figure 97: IXM WEB - Server URL Setting from General Settings
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Elevated Body Temperature Denied Access but Granted Access in Security Center

Procedure

STEP 1

Ensure that Thermal Authentication is selected to none from IXM WEB = Device = Access

control settings - Wiegand Output.

Devies © 0

Socurity MainEntry  « onine 7

Ovurviow POrNOOton Notificotion
B wiogona cutpur
TVENTS
O type
Wiogond Actuot Cord
PR
idontification Collogher 40 Bas
Socooes
Gafloghar 40 Bts

Formot

XM B2 bit Dovieo S/N

Formee

Figure 99: IXM WEB - Thermal Authentication Wiegand Output Event

Note: If Thermal Authentication events are configured for any format, it generates Wiegand output

accordingly for a high-temperature event.
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Logs in IXM WEB Application

Device Logs: Device Logs are used for debugging device-related issues.

From Home - Click the Devices Tab on the top - Select the required Device - Navigate to the
General Settings tab for the device - Click on Device Log - Enable Capture Device Logs.

Device Log

Capture Device Logs

B APPLY & DOWNLOAD @ DELETE < RESET

Figure 100: IXM WEB - Enable Device Logs

Click Download to initialize the process to download the device log file.

Device ID:1

TSTOUCH2FP2 = oniine # Edit

Transactions Authentication types Devicq
1691 Fingerprint Enterp Opening Devicelogs.ency

Overview Employees Communication Notification 524 You have chosen to open:

Clock _ Devicelogs.ency
which is: ency File (1.5 MB)
Device Log from: http://192.168.1.60:9108

w Capt Device L
K Capture Dovice Logs What should Firefox do with this file?

APPLY & DOWNLOAD J§ @ DELETE < RESET OQPen with

©§§ave File

Display || Do this automatically for files like this from now on.

DB [ e

() IXM WEB Server Verification

5&% Multi-User Authentication

@ Sensor Test

Figure 102: Save Device Log File
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Select Save File and Click OK to store the device log file on your machine.
Transaction Logs (TLogs): Events or activities taking place on the XM device.

e Transactions Logs can be viewed and exported from IXM WEB.

e Goto Logs in the Left Navigation pane in IXM WEB and click on Transaction Logs. A filter
option is available in Transaction Logs columns.

Application Logs: Applications logs are available for any event, error, or information generated in
IXM WEB.

e Applications Logs can be viewed and exported from IXM WEB.

e Goto Logs in the Left Navigation pane in IXM WEB and click on Application Logs. The filter
option is available in the Application Logs columns.

Logs folder location on IXM WEB Server:

IXM WEB Logs C:\Program Files (x86)\Invixium\IXM WEB\Log
IXM WEB Service C:\Program Files (x86)\Invixium\IXMWebService
Logs

IXM API Logs C:\Program Files (x86)\Invixium\IXMAPI\Log

Table 7: Logs Folder Location
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Unable to connect to the Lenel-S2 Server

Procedure

STEP 1

Note: Confirm module activation

Navigate to Licence, and check ACTIVATION HISTORY. If not there, request a Licence.

X % IXM WEB

Invixium SELECT MODULE

o B 88 O
“,‘T‘L- Video Surveillance @J (& @

Digital Card Dynamic QR CardFace Enroliment
%2 Organization Hierarchy

H Logs SELECT LINK
_A Notification Settings . N

Sclpeider - GALLAGHER O siEMEns | |Feencs| |Wpaxton " " Honeywell
@1 Link nedap OPS QFTIONS LENEL:S2 LENEL:S2

Genelec| |SIEMENS Honeywell

| Access Expert  Access It! AEOS Command Centre DNA Fusion Fusion Keep Net2 NetBox onGuard Pro-Watch
'¥,| License ';‘E‘

‘@ sync

cONTRa SYSTEMS |

Security Center SiPass System Galaxy Win-Pak

| General Settings

‘s Company Schedule ACTIVATION HISTORY
24 Tools
03/02/2023 0210:59 license . . .
Lenel-S2 . Volume admin 100 Devices 89 Devices Activated
&y Reports PM Activated
at
02/20/202312:04:36 License i )
System n IXM APL e Perpetual admin Unlimited Activated

Figure 103: IXM WEB - Licence Module
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STEP 2
@ Note: Confirm WEB Service URL is enabled.
From Link, click the NetBox tab. Ensure the correct WEB Service URL of the server is listed. here. If

not, correct and apply.

Y IXM WEB

" NetBox

ﬁ”ﬁ LENEL:S2 L ®

N
v

2 30 IXM WEB = Lenel-52 v No b

Select value

Figure 104: IXM WEB — Lenel-S2 Link Module

STEP 3
Note: Confirm parameters entered to connect to the Lenel-S2 server.

Ensure the correct User who is authorized to connect to the API of Lenel-S2 NetBox is listed here. If
not, correct and apply.

Ensure the correct Password of the user who is authorized to connect to the API of Lenel-S2 NetBox
is listed here. If not, correct and apply.

STEP 4
@ Note: Confirm S2 NetBox API is enabled in ACPCS.

Navigate to Configuration - Site Settings = Network Controller = go to Data Integration tab.

Under API section; check the status of “Enabled”. If unchecked, click on the box to enable and Save
the settings.
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E§ Network Controller

SyslemH Nudm”WebS'rteHAcoessConh‘ul H Aa:lm'n“ Events and Activity || pata integration

API

I Enabled: g
Use Authentication:

Use login usermame/password for authentication
(requires setup privilege):

SHA Secret:
Re-enter SHA Secret:

Sequence Number: [0 ][0 Reset Sequence Numberto 0’

ODBC
[ Enabled

ODEC Report user password: (default "report”}

CSV Export
Enabled

[ Save | | Caneal |

Google Chrome Version 111.0.5563.65

Microsoft Windows 10 Pro 64-bit Build 6.2 9200

Figure 105: NetBox — Enabling S2 NetBox API

Can not find cardholder(s) in IXM WEB after importing data from Netbox
STEP 1

Note: Confirm if correct format of User ID is entered for the cardholder in the ACPCS.

Navigate to Administration - People Add = Personal Information.

Ensure the format of ID# is entered as required in IXM WEB. If not, correct and save.
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NetBox allows alphanumeric & special characters in ID# but IXM WEB allows only alphanumeric with a
maximum length of 64 characters. Hence, IXM WEB will import only those users whose ID# value is
compatible with IXM WEB.

!, Personal Information

Last Name:* First Name:
|Document | Test

Activation Date/Time:* Expiration Date/Time:*
[03/0312023] E [00 v ][00 v
Notes:

[
Last Modified Date & Time:

[FriMar 03 2023 14:46:36 GMT+0530 (India Stand

Hot stamp #" Encoded #" Credential Format Status Expiration Date  Read Credential
© [100012 | [3ea7s | [25 bit Wiegana v | [active v|[MmoDYYY]| Bl [ Read ]
© [100013 | [100013 | [castomesn v [active v|[MmDDYYY] B [ Read ]

Figure 106: Lenel-S2 NetBox — Personal Information
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STEP 2
Note: Ensure the Card Format selected in IXM WEB = Link is enabled in the ACPCS.

In IXM WEB, navigate to Link - click the blue NetBox (Lenel-S2) icon.

Web Service URL Web Service User Web Service Password Card Format

http:/192168.1M/goforms/nbapi admin [26 bit Wiegand X v ]

Interval (sec) Sync Direction Auto Transfer

30 IXM WEB = Lenel-S2

Employee Group

Select value

Figure 107: IXM WEB - Card Format

Note the selected Card Format.
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In ACPCS, navigate to Configuration - Access Control - Card/Keypad Formats.
In Name, select the same Card Format from the dropdown list and check if it is “Enabled”.

IXM WEB will import only those cardholders that have been “Enabled” in the ACPCS and atleast one
Employee holds that Card Format.

@ Card/Keypad Formats

Name:* 26 bit Wiegand

Description: |Wiegand format 26 bit
st Fomat-
Length:*

Faciity Code:” P

Faciity Code Start” 2|

Faciiity Code Length:* Reverse bit order

Encoded # Start*
Encoded # Length-* Reverse bit order

Hot Stamp and encoded
numbers default identical:

Mercury-supported: 0O
Casi F2F:

Frén definitions in card format (F=facility code, N=card number, P=parity bit)**
[ O N LS O G N O O 0 S =00 BUR KO N R L R
(39| 69| 7| (32| 32| (3| (309 (32 (2| [X2| [ | [ | (X9 | (152 12 0K | 0% 0 | 039 | £

I N P
(K3 | 0X2| 052 B2

Figure 108: Lenel-S2 NetBox — Card Format
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?, Personal Information

Last Name:* First Name:

\Document |Test

Activation Date/Time:* Expiration Date/Time:*

[ 0310322023 ZE [0 v} [0 v [MMDDYYY] E (00 v ] [00 v]
Notes: D7

[ | Lis i

Last Modified Date & Time: Last Modified User:
[Fri Mar 03 2023 14:46:36 GMT+0530 (india Stand [Aaministrator, System

Access Control | Photo 1D | User-defined|  Contact | Other Contact | Vehices | Logn [ Recent Actity

Hot stamp #' Encoded &' Credential Format [Btatus Expiration Date  Read Credential
© [100012 | [34a78 [26 bit Wiegana v |Jactive v|[MmoDYYY| Bl [ Read” ]
© [100013 | [100013 [coomesn v |factive v|[MmoD/YYY| 3 [_Read ]

Figure 109: Lenel-S2 NetBox — Personal Information

@ Note: If you are still facing problem with connection, please email logtxt.txt file to
support@invixium.com.

This file is available at the following path:
Program Files (x86)\Invixium\IXM WEB\Log
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17. Support

For more information relating to this document, please contact support@invixium.com.

18. Disclaimer and Restrictions

This document and the information described throughout are provided in their present condition and
are delivered without written, expressed, or implied commitments by Invixium. and are subject to
change without notice. The information and technical data herein are strictly prohibited for the
intention of reverse engineering and shall not be disclosed to parties for procurement or
manufacturing.

This document may contain unintentional typos or inaccuracies.

TRADEMARKS

The trademarks specified throughout the document are registered trademarks of Invixium. All third-
party trademarks referenced herein are recognized to be trademarks of their respective holders or
manufacturers.

Copyright © 2023 Invixium. All rights reserved.
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